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PREFACE

The modern world is rapidly transforming. Knowledge economy, sharing
economy, digital economy. Educational courses, related to world economic
processes, requires constant analysis of current trends and features of the
functioning of local and global markets.

In manual has been proposed top-cases of digital transformation and modern
economic development. Materials regardind notions of digital economy, digital
marketing, blockchain, 10T, e-products, big data and others with the special
attention on inclusiveness has been presenting. Models and approaches of
information technologies usage in business processes, especially in the
development of new products has been described. The new approaches to the
formation of digital competencies of master graduates has been highlighted.

The manual has been prepared according to the objectives of the project,
namely:

1. To “fill the demand of labor market in specialists in digital economics by
implementation of modern trends in the digital sphere in accordance with EU best
practices, ... according to the Bolonia requirements and EU strategy of Digital
Single Market. The aim ... is to train professionals who understanding how
organizations can effectively use digital technologies to innovate their business
processes, products, services, and business models.

2. To create inclusuve educational enviroment acording Education 4.0. in the
field of DE-implementation of methodological and technological activities ...
People with disabilities will be able to gain knowledge and skills without
discrimination.

3. Launch innovative partnership model for stakeholders networking —
creating of basic digital services for use by citizens in the field of education, for
launching partnership models of representatives of the digital industry, business

and universities” (http://dig2eco.eu/about-us-2/).
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Chapter 1
THE NOTIONS OF DIGITAL ECONOMY

Content
1.1. Digital economy: the essence and components.
1.2. Application of digital technologies and products in economic relations.
1.3. Advantages and challenges of the digital economy.
1.4. Digital platforms as the core of the digital economy.

1.5. Digital competencies and the quality of human capital formation.

1.1. Digital economy: the essence and components

At the end of 20th century, it has become clear for the whole world that the
old economic model with all its shortcomings is giving way to a more advanced
one — the digital economy based on digital computer technologies. In general, the
concept “digital economy” presented in an international bestseller of the great
Don Tapscott “The Digital Economy: Promise and Peril in the Age of Networked
Intelligence” in 1994 [1]. One of the world’s most leading authorities in the field

of business strategy and on the impact of technology on business and society Don
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Tapscott defined the digital economy as an economy that is based on the dominant
application of digital technologies, when digital data (binary, informational, etc.)
plays a key role. His further book “The Growing Up Digital” (1997) alighted the
digital future. That is, the digital economy is a type of economy characterized by
the active implementation and practical use of digital technologies for collecting,
storing, processing, transforming and transmitting information in all spheres of
human activity. From the point of view of the founder of the Media Laboratory of
the Massachusetts Institute of Technology Nicholas Negroponte, the concept of
digital economy is a shift from (the processing of) atoms to (the processing of
bits) in his bestseller “Being Digital” (1995).

Mainly, since the early 1990s, the definition of the digital economy has
evolved based on the technology trends that characterized the times, as well as the
level at which technology penetrated different tasks and markets. In the mid-
1990s, “digital economy” was a bit an abstract concept associated with the
development of the Internet and data proceeding. Some saw it as the new
networking of humans enabled by technology, and others as the convergence of
computing and communication technologies that enabled e-commerce; still others
defined it based on its ICT infrastructure foundations. Today, as technology
rapidly evolves and becomes ubiquitous, it is widely agreed that the digital
economy encompasses all those definitions [2]. According to “Arthur D. Little”
the digital economy at the present stage of development is an economic activity
that uses digitized infrastructure and knowledge as key factors in production and
value creation [3]. Component approach prevails in most definitions of the early
digital age, when the economic essence of the digital economy formed.

The Organization for Economic Co-operation and Development (OECD)
and scientists identifies three components of the digital economy, in
particular [4, p. 14; 5-6]: supporting infrastructure, which includes hardware and
software, telecommunications, networks, etc.; e-business — any processes that the

organization conducts through computer networks; e-commerce, that is, the

9



distribution of goods via the Internet.

Rumana Bukht and Richard Heeks [7, p. 13] propose to present the modern
digital economy by three components (Fig. 1.1):

1) the core — digital (IT/ICT) sector, as defined by the Organization for
Economic Communication and Development (OECD), is composed of
manufacturing and services industries that capture, transmit and display data and
information electronically. This includes semiconductors, processors, devices
(computers, phones) and enabling infrastructure (internet and telecoms networks);

2) digital economy (narrow scope) — the digital functions or applications
that create economic value added, namely true economic profit of a company, as
well as added value to business sectors and customers. This includes services and
platforms (both B2C and B2B) using devices, data and connectivity infrastructure
as inputs. Innovation in these sectors is widely driving spillover impacts to other
sectors;

3) the digitized economy (broad scope) — sectors that were not traditionally
digital are now being transformed by the adoption of digital technologies. These
include, for instance, e-health, e-commerce, and use of digitally automated
technologies in sectors such as manufacturing and agriculture, which include 4.0

and precision agriculture, among many others.

Can be captured
domestically
Information services

Telecommunications

Hardware manufacturing Digital services

Software & IT consulting Platform economy

Dominated by a few
countries

Core: Narrow scope: Broad scope:
Digital (IT/ICT) sector Digital economy Digitalized economy

Fig. 1.1 — Scoping of digital economy [2, p. 12]

The digital economy covers everything from traditional sectors of the

economy — industry, agriculture, trade, healthcare, education, transport, etc.,
10



which are transformed under the influence of the digital technologies, — through
to new digital sectors. To be talking in a “narrow sense” the digital economy is
digital technologies as a set of digital functions, solutions, products and services
that create added value for businesses and their customers. In this way macro- and
micro- digital economy developing [8].

The digital economy deals with activity carried out using information,
communication and digital technologies, during which value added and public
goods are created. In other words, it uses digitized information, data and
knowledge as key means of production. Logically, it permeates all sectors of the
economy, creating new segments, clusters and even industries. This stimulates the
transformation of the traditional economy into one that creates, rather than
consumes resources [9]. In practice, it is, first of all, a consumer-oriented economy
(economics of demand, sharing and economy of impressions/experience economy
[10]. In addition, these are online stores, Internet banking, instant messengers and
other social networks for instant orders, a market for an unlimited selection of
goods and services [11]. The digital economy is too intertwined with the
traditional economy: the development and implementation of information and
communication technologies and innovations in the field of information and
communications more and more affects all sectors of the economy and society.

With the increase in population and consumption of resources in the modern
world, the digital economy influences more than into the sphere of business and
trade, — it also has no less impact on the educational and banking sectors, and
creates new ones. The digital age continues to change approach on doing business,
as well as the requirements for the information technologies usage [12]:

— marketing, sales and service management systems;

— telephony and instant messengers;

— document management and personnel management systems;

—accounting systems and many other enterprise applications into e-

direction.
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The main key elements of the digital economy in the process of further
transformation of the traditional economy are digital infrastructure, human
capital, financial resources, higher education, business environment, public

policy (Fig. 1.2).

Fundamentals of digital economy: fundamental

UNCTAD innovations (semiconductors, processors), key technologies
Digital Economy | — (computers, telecommugica‘_tion devices), infrastructure
Report (Internet and telecommunications networks).
Digital and information technology sectors.

Sectors of the traditional economy.

Communication infrastructure (connectivity): high-speed
landline, mobile and satellite Internet, fast and ultra-fast

Internet.
Digital Economy and Human capital: basic skills and internet usage, improving
Society Index — and developing skills.
Internet use: citizens’ use of content, communications and

online transactions.

Digital integration: business digitalisation, e-commerce.
Integration of digital public services: e-governance and
digital medicine.

) Digital industrialisation (digital sectors of the economy):
China Acztdemy of telecommunications,  electronic  industry, software
Informaqon fmd | development, Internet services.
Communications Industrial digitalisation (traditional economy): agriculture,
Technology (CAICT) . .
industry and services.
Partnership core list ICT infrastructure and access.
of ICT indicators Access and use of ICT by households and citizens.
Access and use of ICT by enterprises.
Partnership on || ICT sector and ICT products trade.
Measuring ICT for ICT in education.
Development ICT in government.

Fig. 1.2 — Systematization of approaches to the definition
of digital economy components [13]

Features of the digital economy are:
— widespread use of information and communication technologies (IT/ICT)
and the Internet in economic processes, widening their presence in society;

— maximum automation of business processes of entrepreneurs;
12



— the use of electronic document management;

— digital skills widening in creating modern technologies among participants
1n economic relations;

— the use of digital platforms and digital business models functioning;

— formation of an information space between the participants of economic
relations: business, state and citizens;

—increase KPI from ICT functioning, information products and services in
GDP;

— growth of gross domestic product due to digitalisation of the economy,
increasing the part of the digital economy in GDP. Already, the digital economy
based on the broad definition of measurement is estimated to be $ 11,5 trillion, or
15,5 % of world GDP. On average, it accounts for 18,4 % of GDP in developed
countries, and 10 % in developing countries [14]. This includes the contribution
of sectors that have not been traditionally digital, which are using digital
technologies to react on the rising challenges of a competitive, growing and
interconnected world [2; 7];

— access to world information resources and meeting the growing needs of
consumers in information products and services;

— development of the global digital market;

— transparency information and economic integration of countries and
peoples, globalization of the economy.

The digital economy is changing societies and the way people interact,

introducing significant social, economic and environmental changes.

Questions for self-control:

1. The economic content of the concept of the digital economy.
2. Characteristic features of the digital economy.
3. Components of the digital economy.

4. Digital sectors of the economy.

13



5. Information technology for business.
6. The impact of the digital economy on the state and development of

traditional sectors of the economy.

1.2. Application of digital technologies and products in economic

relations

Many researchers and managers in the world and in Ukraine use different
names for the concepts of the digital economy: Internet economy, new economy,
web economy, GAFAnomics (from the first litters of the names of companies
Google, Apple, Facebook and Amazon), “on-demand economy”, “data economy”,
etc. In general, all these describe the type of economy in which main means of
production are digitized (numerical and textual) data and information.

In the digital economy we use digital data (sets of data) as well as digital
information (interpretation of data). Meanwhile, new digital objects have their
own specific features that distinguish data from information as an object of civil
rights in the usual sense for us and determine the specificity of their legal nature.

Digital data is a set of symbols, the value of which is determined by the
demand for them. Data, by form, has specific properties. They are not
characterized by those signs that are characteristic of information; not amenable
to moral aging, cannot spread indefinitely, which is due to the specifics of
technologies, can be destroyed, have an exhaustive character and, crucially, can
be separated from the person who transmits them. That is, this kind of data can be
disposed of in the same way as the disposal of material things occurs [15, p. 41].

Digital economy development goes with information interaction, e-
environment for economic relations further formation, ITC (information and
communication technologies) improvement. The improvement of digital

technologies contributes to increasing the competitiveness of various
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sectors/clusters of the world economy, creating new business opportunities by
connecting to digital global value chains, emergence of new markets and
segments, accelerating the launch of new digital products on the world
market [16, p. 185].

Information and communication technologies are defined as a set of
methods, tools and techniques used to develop information systems and build
communication networks, allow users to create, access, store, transmit and change
information using such systems and networks. Digital technologies, so, are the
systems, networks, and devices mentioned. Information and communication
technologies combine all technologies related to telecommunications, intelligent
control systems (smart systems), audiovisual data processing and transmission
systems and network control and monitoring functions.

The key components of ICT include [17]:

— cloud computing: data collection and processing centers — large cloud
services;

— software: a set of tools, data, programs that are used to work with
computers to perform specific tasks;

— hardware: physical infrastructure of software (computer equipment,
devices, sensors, etc.);

—digital transactions: online transactions that take place between
participants in the digital economy without the use of paper (“paperless™);

— digital data: data forms using specific machine language systems, which
allows you to interpret information using various technologies and devices;

— Internet access: the process of connecting users to the global Internet using
hardware.

The European Patent Office (EPO) identifies three groups of Industry 4.0
technologies that influence the development of the digital economy [18]:

1) core technologies that make it possible to transform any object into a

smart and connected device. These comprise three fields: connectivity,
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IT hardware and software.

2) enabling technologies that are used in combination with connected
objects. These comprise eight fields: data management, user interfaces, geo-
positioning, data security, safety, 3D systems, power supply and core Al.

3) application domains where the potential of connected objects can be
exploited. There are eight domains: consumer goods, services, vehicles,
healthcare, industrial, home, infrastructure and agriculture.

Taking into account the EPO classification, mark the modern digital
technologies (Table 1.1).

Table 1.1 — Potential of technologies for economics [12]

Group O.f Technologies Potential for economics
technologies
1 2 3
5G is a new infrastructure in the digital
economy that provides support for the
functioning of artificial intelligence (Al),
cloud computing, processing of large
amounts of data and the Internet of Things
(IoT).
~5G; The IoT allows to interconnect physical
Core — Internet of things; devices for the purpose of data exchange. The
technologies | — robototechnics IoT and the robotization provide increased
production productivity and effective
involvement in value chains.
The use of 5G technology, the IoT and
robotics has potential in all sectors of the
traditional economy: primary, secondary and
tertiary sectors, as well as in the knowledge
economy (education, science medicine).
—additive producing (3D- | Auxiliary technologies with a developed 5G
printing); infrastructure and the introduction of the IoT
— cloud computing; allow economic entities to flexibly respond to
— Big Data and it’s analysis; | changes in consumer needs and the latest
— artificial intelligence and | trends.
machine learning; The introduction of assistive technologies in
Enabling —augmented and virtual | the sectors of the traditional economy allows
technologies | reality; to ensure a high level of competitiveness of
— cybersecurity; the country through prompt response to
— quantum computing; changes and involvement in global value
— software intelligent agents; | chains, as well as contribute to improving the
—blockchain  technologies | quality of life and security.
(public, private, consortium,
hybrid)
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Continuation of Table 1.1

1 2 3

—remote control of devices | These technological solutions are aimed at
(in production, unmanned | the development and implementation of
vehicles, in medicine, etc.); | smart technologies.

—technological  solutions | In combination with basic and assistive

using 5G; technologies, application domains become
—unmanned vehicles; the basis for new digital platforms:
— Smart Cities; — digital business (e-Business);
. —digital ~ health  (status | — digital government (e-Government);
Application . = . N
domains momtgrl'ng _sensors, stand- | — d¥g%tal educ'at'10n (e-Education);
alone injection devices); — digital medicine (e-Health);
— digital payments — electronic commerce (e-Commerce);
— agricultural technologies (Agritech);
— fintech (Fintech);

— smart cities (Smart city);

—sharing economy (also known as
collaborative consumption or peer-to-peer-
based sharing).

Digital technologies are changing traditional business models, production
chains and driving the cause of new products and services. Fast and structural
transformations of sectors of the economy are taking place under the influence of
digitalisation and intensification of research and development in the field of ICT.
A significant social effect (as a result of the business activity in the spheres of the
economy, which is reflected in the trends of the society development and cannot
be accurately calculated) creating as well, namely for the development of smart
cities, health care, education (Fig. 1.3).

It is important to note that OECD analysts determine that the modern digital
economy is characterized by five trends:

— the Internet has become critical;

— there remains a gap between countries in the use of technology and the
Internet;

— a growing need to manage digital threats and risks;

— data is a key resource (it is official — data is now the most valuable asset in
the world, ahead of oil, according to The Economist);

— the development of digital technologies is concentrated in some countries

of the Big Twenty.
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professional internet.
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(management). security. ™| ICT management.

Fig. 1.3 — The impact of technologies on the development of the digital economy

Current trends in the global ICT market (Table 1.2) are characterized by:

— digital transformation (70 % of all organizations will accelerate the use of
digital technologies for business sustainability, productivity and customer
engagement);

— widening of artificial intelligence (77 % of consumers use artificial
intelligence technologies);

— IoT development (an increase in the number of devices connected to the

Internet per user from 4 in 2020 to 15 in 2030);
18



— the need to ensure cybersecurity (the growth of such threats as phishing,
cryptojacking, cyber-physical attacks, attacks on devices via the IoT necessitate
the development of cyber protection and cybersecurity programs);

— intensive use of cloud computing (the use of cloud technologies by small
businesses in order to reduce costs);

— deployment of 5G infrastructure (the development of the fifth generation
Internet network is the basis for accelerated digital transformation: by 2024, 5G
networks will cover 40 % of the world’s territory and 25 % of global traffic, by
2035 5G will contribute to the creation of 22 million jobs);

— expansion of the scope of virtual and augmented reality (medicine —
treatment of post-traumatic stress disorder, paralysis, pain control; education,
additional workplace opportunities);

— chatbot and blockchain technologies.

Table 1.2 — Modern trends in development of digital technologies [19]

TOP ICT Trends
1. Accelerated Digital Transformation 6. 5G Network
2. Ubiquitous Artificial Intelligence 7. Virtual Reality
3. Internet of Things 8. Augmented Reality
4. Cybersecurity 9. Chatbot
5. Alternatives to Cloud Computing 10. Blockchain

Digital transformation of the economy will provide countries with
productivity growth, stimulate economic development and contribute to increased
competitiveness. Investments in ICT and widening of digital technologies in
various sectors of the economy have a multiplier effect and contribute to the
growth of added value.

Digital technologies manifest in the realm of entrepreneurship in the form of
three distinct but related elements — digital artifacts, digital platforms, and digital
infrastructure [20, c. 1031]. Digital artifact is a digital component, application, or
media content that is part of a new product (or service) and offers a specific
functionality or value to the end-user. The separation of information from its

related physical form or device has led to the infusion of such digital artifacts or
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components into a wide range of products and services, and opened prospective
opportunities for entrepreneurs. Such digital artifacts or components are present
not only on smartphones and other personal devices (e.g., apps that run on smart
watch fitness watch, etc.) but also as part of things for home, toys, clothes, shoes,
automobiles, etc. (e.g., Amazon Dash button, Oral-B’s toothbrush, Ralph Lauren
the Polo Tech shirt, etc.). Digital artifacts can be either stand-alone
software/hardware components on a physical device or a part of an ecosystem of
offerings that operate on a digital platform.

A digital platform is defined as a shared, common set of services and
architecture that serves to host complementary offerings, including digital
artifacts. For example, Apple’s i10OS platform and Google’s Android platform
enable apps to run on their smartphones. Similarly, Ford’s SYNC 3 is a digital
platform that hosts integrated communication, navigation, and entertainment apps
in cars. Digital platforms provide opportunities for entrepreneurs — opportunities
that involve developing complementary products and services. Such digital
platforms (and associated ecosystems) are often marked by a single firm, the
platform ‘leader’, in establishing the modular platform and in creating both value
creation and value appropriation. The potential for new ventures to deepen their
specialization while offsetting their production, marketing, and distribution
capabilities explain the attractiveness of digital platforms as a place for
entrepreneurship.

Digital infrastructure is defined as digital technology tools and systems
(e.g., cloud computing, data analytics, online communities, social media, 3D
printing, digital makerspaces, etc.) that offer communication, collaboration,
and/or computing capabilities to support innovation and entrepreneurship. Such
digital infrastructures have led to the democratization of entrepreneurship, i.e., the
engagement of a greater quantity of different people in all stages of the
entrepreneurial process — from opportunity exploration to concept testing to

venture funding and launch. For example, crowdsourcing and crowdfunding
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systems allow entrepreneurs to interact with potential customers and investors in
buying varied resources (ideas, capital) in a global. Similarly, cloud computing,
digital makerspaces, and data analytics have made it possible for new businesses
to create effectively and test new concepts involving more potential customers.
Indeed, new digital infrastructures have shown the capability to support end-to-
end entrepreneurial activities.

Thus, digital technologies increasingly become an inherent part of the
entrepreneurial opportunity in terms of both the outcome as well as the process.
Specifically, doing Davidsson’s “entrepreneurial opportunity framework™, digital
artifacts and digital platforms serve as part of the new venture idea (outcome)
while digital infrastructure serves as an external enabler (supporting the process).
The characteristics and other aspects of these digital technology elements
critically shape the changing assumptions regarding the nature of innovation and
entrepreneurship and the distribution of entrepreneurial agents.

So, digital technologies, services and systems are extremely important for
economic and social development. They can provide growth and job creation in
all types of economic activities, the opportunity for quickly adaptation business

models to the realities, and a place in the global economy.

Questions for self-control:

1. Digital data and digital information.

2. Formation of the digital environment of economic relations in
a turbulent economy.

3. Key components of information and computer technologies.

4. Industry 4.0 Technologies.

5. Systematization of digital technologies.

6. The impact of digital technologies on the development of the digital

economy.
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1.3. Advantages and challenges of the digital economy

Digital technologies have already transformed jobs, education, leisure,
entertainment, formed new market opportunities, which has caused
socioeconomic consequences in various sectors of the economy and society,
because:

— reducing the cost of digital technologies in combination with existing cloud
services reduces the investment required to start a business;

— the use of digital technologies reduces costs, digitalisation of documents
leads to general optimization of the process, decentralization of production
increases productivity and efficiency of real-time decision-making;

— digitalisation is changing business culture, and transforming the
management;

— free content and services (to low marginal costs): users pay only a part of
the cost that is created in the digital economy;

— digital technologies can be used to create unique products that are fully
adapted to the preferences of the client;

— digital technologies in the service sector allow to operate from anywhere
in the world, sell and buy goods and services via the Internet;

— digitalisation can contribute to solving social problems by facilitating
access to health services (e-health), education (distance learning), financial
services, transparency and efficiency of government activities (e-government:
system of electronic regulations and registrations);

—increase the level of environmental friendliness of production, product
quality.

One of the key advantages of the digital economy is the implementation of
the possibility of “automatic control” of both the entire system and its individual
components, as well as “its scaling” without loss of efficiency, which allows to

increase “the efficiency of economic management” (economic activities and
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resources of the country in various industries) at the micro- and macro- levels [21—
23].

At the level of society, the following advantages of the digital economy are
highlighted:

—economic and social effects of digital technologies for business and
society;

— improving the quality of life, first of all, by improving the satisfaction of
people’s needs;

— increasing the productivity of labor;

—new models and forms of business allow to increase the profitability and
competitiveness of activities;

—increasing the transparency of economic operations and ensuring the
possibility of their monitoring;

— ensuring the availability and promotion of goods and services globally.

Advantages of the digital economy at the level of companies and industries
are:

— the ability to work directly;

— cost optimization as a result of reducing the cost for searching, processing
and analyzing information, transaction costs, the cost of promoting goods and
services, the cost of negotiating, etc.;

— acceleration of all business processes, including by reducing the time for
communications;

— reducing time on a market changes response, for developing products and
services and bringing them to market;

— better understanding of consumers and improving the quality of products
and services;

— creation of new products and services, increasing the flexibility of the
products offered and their high adaptability to new expectations or needs of the

consumer.
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Technological advantages due to digitalisation:

— sharing of information and “lack of competition in the consumption” of
knowledge and information, because the use of a database or knowledge base by
one consumer does not interfere with their simultaneous use by other consumers;

— accumulation of large amounts of data, implementation of their automatic
processing and analysis;

— synchronization of information flows, the possibility of point distribution
of data throughout the business and, as a result, the ability to track a large number
of chains between suppliers and consumers, as well as conducting intellectual and
point analytics;

— awareness of the potential of digital innovation contributes to the creation
of new innovative products;

— transition from paper documents to electronic ones.

For the person (consumer, employee) advantages of the digital economy are:

— reducing the cost of payments;

— new sources of income;

—the cost of Internet services is lower than in the traditional economy
(mainly by reducing marketing costs), which makes services more affordable
(including public services);

—goods and services become available anywhere in the world to any
customer;

— goods and services take into account consumer preferences and customer
needs as much as possible;

—the range of information, educational and entertainment services is
significantly expanding, the level of provision and speed of which are also
growing.

Generalization of the world experience of digital transformation of national
economies allowed to mark the following positive consequences of these

changes [21-24]:
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1. Creating new opportunities for business development based on the use of
digital technologies (mobile networks, social technologies, big data analysis,
cloud computing) that increase the potential of enterprises, attract new
customers, etc.

2. Improving the competitiveness of the national economy through the
development of new business models and digital technologies (big data analytics,
digital platforms, robotization, 3D printing, IoT, neural networks, artificial
intelligence, blockchain, etc.).

3. Increasing the transparency of the process of interaction between business
and the citizens with the state and improving the business climate in the country
as a result (simplification of procedures for the provision of public services,
development of a system of electronic services and online services for business
and the people.

4. Saving time and erasing boundaries, including in communication.

5. Improving the quality and convenience of obtaining medical, educational,
cultural, logistics services, services in the field of public safety.

6. Mitigation of the regulatory regime, development of unify standards in for
digital technologies.

7. Stimulating interest for use of digital innovation and the development of
digital culture.

The development of the digital economy is becoming a source of not only
new opportunities, but also threats and problems. The negative consequences of
the digital transformation of the economy could be following [24]:

1. Digital divide, digital inequality and polarization; increased tensions
between states for technological dominance.

2. Transformation of international markets and consumer behavior patterns;
increased price competition.

3. Loss of jobs. First, the automation of processes will leave some part of the

people without work. Secondly, there will be new needs and demands from the
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market for new professions and the transformation of existing ones. In particular,
over the past 30 years around the world, human participation in production has
decreased from 64 % to 59 %. Therefore, according to experts, by 2040 the
automation of industry will lead to a reduction in jobs by about 40 %, primarily
due to low-paid positions in production.

Digitalisation can leave millions of people in the world without work. It is
assumed that by 2030 more than 60 % of professions will be automated.

4. “Polarization” of human resources according to the level of development
of digital skills, which increases the risks of non-compliance of quality
educational and professional knowledge, personnel skills with the requirements
and needs of the labor market.

5. Deepening the social polarization of society, the precarization of labor, the
loss of labor potential due to the growth of labor migration.

6. The emergence of socio-psychological problems of individuals and
society, which are associated with threats of segregation of the country’s citizens
according to the criteria of their competencies in digital technologies,
deterioration of functional capabilities and labor skills of personnel and changes
in motivation, digital autism and hyperinformation environment.

7. The problem of security of confidentiality, cyberattacks as a more
important danger and the growth of cybercrimes (theft of personal data, money
from accounts, collection of a lot of confidential and commercial information,
blocking activities, etc.).

Digitalisation of the economy and society carries with it certain risks [22—
241

1. Risks associated with the use of the IoT: vulnerability (unauthorized
influence, cyberterrorism) and illegal use of technologies (video monitoring
systems etc.). As [oT facilitates much higher collection and consumption of data,
the use of these technologies poses increasing privacy and security concerns.

These considerations accumulate further in the case of cross-border data flows, as
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sensitive data can be transferred to a country where the jurisdiction may not apply
the same standards of data protection as in the country where the data are
collected. In exploring the governance landscape for IoT, the World Economic
Forum (WEF) concludes that “the many risks inherent in IoT have not yet been
effectively mitigated, and the state of [oT governance remains immature. At the
same time, however, the effort to manage these risks can lead, in some cases, to
inappropriate regulation, which in turn can threaten the value and effectiveness of
many loT applications. The issue of cross-border data exchange is a case in
point... As important as it is to govern the use of many IoT applications, privacy
and cybersecurity regulations remain fragmented across the globe™.

2. Risks from wusing artificial intelligence, robotization, automation:
increasing social tension due to job losses, rising unemployment; total control on
lives of citizens, possible leakage of information that is a trade secret.

3. Risks from using blockchain technology associated with a vulnerability in
the security of the blockchain system itself, the service infrastructure built on it,
the inability to change information on the network (inability to correct the error,
change incorrectly entered information), the use of tokens as a means for “money
laundering”, terrorist financing.

4. Risks associated with the use of import, namely microelectronics. For
example, most of the hardware, computer equipment used in Ukraine are imported
(it is possible that they may contain special chips for spying).

5. Risks associated with the use of cloud — dependence on the reliability of
the telecommunications system; erosion of responsibility for information security
and reduction of the level of control due to their distribution between user
companies, organization and owner of the cloud platform, Internet provider.

6. Risks associated with the stability of the Internet — during the pandemic
and (and in general with a great interest in using remote workers), everything
shifted online; from work to education, everything was done virtually. Today’s

businesses are increasingly reliant on cloud-based software solutions and Web-
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based communications to function. Productivity is contingent on the ability to stay
connected to the web and its resources. And an increasingly connected workplace
often demands high-speed internet to ensure efficient operational processes within
the enterprise. It becomes imperative that the Internet connections of business
remain both fast and stable to maintain effective internal operations. However,
many connections cannot take a lot of loads and are forced into a loop of
disconnecting and reconnecting. In this regard, a strong, fast, reliable internet
connection is vital for the day-to-day operations of any business. First, it allows
employees to stay connected and be productive from anywhere. Second, it enables
businesses to take advantage of cloud-based applications and services. Third, it
helps businesses keep their customer data safe and secure. Lastly, a stable internet
connection can help businesses save money on their telecommunications costs.

7. Risks of influence on public consciousness. The development of big data
technologies, the growth of the network space, and achievements in the cognitive
and behavioral sciences led to the emergence of developments, which focuses on
implicit data collection and hidden management of group behavior of big teams.

8. Risks associated with increasing the level of complexity of business
models and the lack of qualified personnel.

The digital economy has a number of challenges that neither society nor
business may be ready for. To overcome these challenges and strengthen positions
at the international and national levels, it is need to pay attention to the following
[21-24]:

1. Promoting digital compatibility between countries around the world.
Creating global rules taking into account the economic, political and cultural
differences of countries. The key set of rules provides the development of a global
document to determine the principles and priorities proven by international
practice for the dissemination of digital technologies, in order to ensure their
interoperability, prevent fragmentation of global space and the formation of digital

“1slands”.
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2. Leveling the digital “gap” by enhancing digital development for all. World
leaders must help bridge the digital divide between developing countries and
developed countries, as well as between different social groups in any country.

3. Creating reliable technologies for everyone. Digital technologies should
reach more people, reduce costs and inefficiencies, especially for small and
medium-sized businesses. Digital technologies must be reliably implemented for
all participants, including enhanced data privacy protection, better online dispute
systems, and algorithms that do not discriminate against any of the “players”. This
requires the development of e-public-private partnerships with a people-centered
approach.

4. Creation of an international platform for helping to solve the negative
impacts of digital technologies (in particular, overcoming digital inequalities in
society among countries) and overcoming security and privacy challenges.

5. Increasing the level of functioning of systems for adequate and continuous
tracking of the processes of introduction of digital technologies and their socio-
economic consequences in dynamics, with an improvement in monitoring of
statistical data at the micro level (enterprises, households, individual
entrepreneurs).

6. Creation of a support fund, the money of which should be directed to the
development of digital infrastructure and the dissemination of technical education
in less developed countries of the world, taking into account the lack of domestic

investment resources and in order to reduce the digital “gap”.

Questions for self-control:

1. Socioeconomic consequences of the impact of digital technologies in
various sectors of the economy and society.

2. The advantages of the digital economy at the level of society, at the level
of industries and companies, as well as at the level of person.

3. Technological advantages due to digitalisation.
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4. Negative consequences of digital transformation of the economy.
5. Risks of digitalisation of the economy.

6. Solutions for the challenges of the digital economy.

1.4. Digital platforms as the core of the digital economy

The digitalisation of the economy is the necessary process for creating a
“normal future”.

One of the key tools for digital transformation is a digital platform that
provides information exchange and transactions between a large number of users.
Digital platforms are central for today’s global economy, and offer great potential
for economies and societies. On the other hand, it is an online platform (website)
where two or more groups of users create utility (value) to each other. For
example, the digital platform Uber combines the interests of carriers (taxi drivers)
and passengers.

There are platforms, where there are transitions from using its own resources
to using the resources of users of the platform, or coordinating them (for example,
Airbnb, unlike the Hilton network, uses not its own housing stock, but the
property of platform users to meet the need for short-term rental real estate).
Although not every site is a digital online platform, but every global digital online
platform has a web interface. For example, the site zakupki.prom.ua is a digital
platform — it combines the interests of manufacturers and customers of goods and
service.

So, digital platforms have certain characteristics:

— are technologically mediated;

—clear how a set of digital resources (services, content, etc.) provides
interaction between groups of users;

— allow groups of users to perform specific tasks;
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— the specific nature of the platform depends on the type of task that its
participants are trying to perform;

—evolve in an ecosystem in which heterogeneous components constantly
adapt to relentless changes.

It is good to understand the essence of the digital platform through
technological and social aspects. Digital platforms are a type of information
technology (IT) with distinct properties, which lend particular affordances for
development [25, p. 871]. Technical, technological and digital characteristics,
multi-level architecture and modularity of platforms differ depending on their
type and purpose. Instead, digital platforms are a socio-technical phenomenon,
since they are created for the purpose of interconnection and communication, the
performance of certain functions. The socio-technical dimension of digital
platforms is the impact on organizational structures or international standards.

Digital platform is a set of:

— digital data;

— models (logic);

— and tools (methods, means),
informationally and technologically combined into a single automated system
with controls for the target subject area and the organization of interaction
between subjects.

It is a set of technological solutions (technologies) that create the basis for
the functioning of a specialized system of digital interaction, reducing the cost of
transactions. Thus, the hypothesis is that digital data becomes a factor in
production.

Modern companies use various digital platforms, and build business models
with special attention to them, and this is not only the field of e-commerce and e-
business, but also the whole range of communications in the triangle “business-
consumers-state”. Their use leads to an increase in the completeness of market

information, increased trust between counterparties through the transparency of
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transactions, creates opportunities for free competition on a fundamentally new
technological basis and ensures the development of a successful business. At the
same time, digital platforms are becoming the centers of global digital information
ecosystems, combining virtual (VR), augmented (AR) and real worlds.

Digital platforms hold a central position in the business models of the largest
companies in the world, transforming traditional roles in areas like employment,
productivity and innovation activities. Four of the largest firms in the world in
terms of market value in late 2018 were Microsoft, Apple, Amazon and
Alphabet — all platform companies. If adding the three other platform leaders,
Facebook, Tencent and Alibaba, these seven companies represented close to $ 5
trillion in market value and were reported to account for two-thirds of the total
market value of the world’s 70 largest digital platforms in 2018 [25, p. 870].

The three most capitalized companies in the world at the beginning of
September 2018 belong to the technology sector (Apple, Amazon, Google). Their
shares are collectively valued at more than 2,8 trillion USD. The world market
was dominated by financial conglomerates (HSBC Holdings, Bank of America,
JPMorgan Chase) and well-known industrial corporations (General Electric,
ExxonMobil, Royal Dutch Shell, BP, Toyota Motor, etc.).

There are several approaches to the classification of digital platforms
(Table 1.3); the complexity of the classification of such structures lies in the fact
that each popular platform unites characteristics of several types.

Table 1.3 — Approaches to the classification
of digital platforms [26]

Cl;i?iliclff;on Type of platforms Example
1 2 3
According to the classification of The Centre for Global Enterprise
Operating platforms Uber, Gett
According to the Innovative platforms Android, I0S, Microsoft
functions of the Service
platforms Integrated platforms App Store, iCloud
Investment platforms Kickstarter
According to the classification of European Commission
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Continuation of Table 1.3

1 2 3
Search systems Google, Bing, Search.com.ua,
Online latf Yahoo.com
acrclc:?deirllj atooésis’r Social platforms Facebook, LinkedIn
£ E-commerce platforms X-Cart

functional purpose

App buying stores

Price comparison sites

Price.UA, Hotline.ua

According to the classification of Delo

itte University

A latft Ali
According to the ggregated platforms ibaba
. Social platforms Facebook, Instagram
functions of the -
latforms Learning platforms Coursera
P Mobilization platforms CRM
According to the general vision
Social networks Facebook, LinkedIn, Snapchat
. . . Amazon, eBay, Angie’s List,
Online auction and retail Flipkart, Snapdeal, Etsy
Financial and HR functions Workday, Elance,'Freelancer,
According to th WorkFusion
ceording to the Uber, Lyft, Sidecar, BlaBlaCar,
functions of the Transport
latforms Ola, JustPark
p Mobile payments Mahala, Square
Clean energy SolarCity, EnterNOC
Crowdfunding Kickstarter, Gofundme,

Yomken, Ulule

Public services

G-Cloud

According to the classification of s

cales of activity

According t le of Global platforms PayPal, Facebook
cco acgvi(‘z seale o National platform Diia, eHealth
Y Regional platforms Megogo

Depending on the main goal, there are two types of digital platforms:

transaction platforms and innovation platforms. The main characteristics and

differences are given in Table 1.4.

Table 1.4 — Key characteristics of innovation and transaction platforms [25]

group.

Category of digital Transaction Innovation
platform
1 2 3
Matches users or user groups, the | Enables  the  creation of
value for a user increases with | applications and services by
the number of users in a user | third party developers based on
Purpose

combining and recombining
functionality sourced from a
platform core.

Focus with literacy
platforms

economics
and

Driven by
perspectives of  direct
indirect network effects.

Driven by innovation
management and  software
engineering perspective.
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Continuation of Table 1.4

1 2 3
Massive processing on platforms | Driven by the re-combinability
enables the search and exchange | of digital information and
Underlying digital of information reducing costs, | functionality;
characteristics which are traditionally | ready access to cheap easy to

associated with these operations.

use digital tools to facilitate
software development at scale.

Basis of value

Facilitating the exchange of

information and services
between third parties;
matchmaking — value from

increasing the size of the pool

Facilitating the innovation of
new services by third parties
(generally and without supplier
contracts);

opening up functional

creation and then increasing the | capabilities for third parties to
likelihood of a better match | innovate;
(quality); resourcing developers with the
making interactions and | capabilities they need to
transactions as easy as possible. | innovate.
Charging for access to the | Charging for access to the
platform or charging commission | platform  through licensing
Source of value on sales of services that platform | arrangements or  charging
capture enables; additional sources of | commission on sales of

revenue include advertising.

complementary services that
platform enables; advertising.

Examples

Alibaba.com, Mercado Libre,
Whatsapp, Taobao, MPesa,
Jumia, Esoko, GoJek, Uber.

Android, SAP, DHIS2, 1i0S,
AliOS.

Digital transaction platforms are also called multilateral markets or

exchange platforms. Their main goal is to facilitate transactions between different

organizations, legal entities and individuals, for example, to connect buyers with

sellers, recruiters with job seekers, drivers with passengers. Transaction platforms

can be classified according to their main purpose. For example, social media

platforms (e.g., Facebook — on a global basis), e-commerce (Mercado Libre —

originating from Argentina), the ‘gig’ economy (Gojek — originating platforms

from Indonesia), platforms built around the notion of the sharing economy

(Afristay — originating from South Africa), online portals and app stores

(Freebasics — originating from internet.org) and platforms enabling digital identity

(Aadhaar — originating from India) [25, p. 873].

Innovative digital platforms are the platforms on which other companies can

create additional products, services or technologies. The technical architecture of

34


http://alibaba.com/

the innovation platform contains modules or building blocks that provide
innovative opportunities. These modules can then be accessed and combined by
apps developers (complementors) to build apps and services (known as platform
complements). Innovation platforms are exemplified by mobile operating systems
such as Android and 10S, whose functionality is drawn upon through APIs by a
platform ecosystem of third-party developers to build and innovate apps as
services. Other forms of innovation platform extend to cloud services such as
Amazon Web Services, Google and Microsoft Azure, enterprise platforms such as
Salesforce.com and SAP, as well as enterprise [oT platforms such as Siemens
Mindsphere. There are, in addition, innovation platforms that are designed for
development.

Digital platforms operate in a certain socio-technical environment. They
exist within a network of stakeholders, which are unite and interact. Their
existence, use and evolution are influenced by a set of economic, organisational,
institutional and spatial factors. Therefore, digital platforms create a specific
ecosystem that brings together stakeholders. Relationships in ecosystems go
beyond “typical” relationships with suppliers and customers, and business models
are complicated in terms of financial transactions. The concept of “platform
economy” has appeared in the scientific literature, which is the use for
organizations of external platforms and related ecosystems that are not owned by
the organization and are not controlled by it.

“A digital ecosystem is a group of interconnected information technology
resources that can function as a unit. Digital ecosystems are made up of suppliers,
customers, trading partners, applications, third-party data service providers and
all respective technologies. Interoperability is the key to the ecosystem's success.
There are three main types of digital ecosystems: the digitizer ecosystem, the
platform ecosystem and the super platform ecosystem:

1) digitizer ecosystems focus on digitizing an existing product with the help

of business partners, while also maintaining low managerial complexity. Digitizer
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ecosystems can add new functionality to systems and create digital service
revenue; usually incorporates 20 to 100 existing partners across five industries,
and best suited for businesses with strong product capabilities, limited digital
abilities and a primarily internal focus;

2) platform ecosystems are more advanced, and focus on flawlessly
connecting users and smart devices on a platform, while simultaneously
guaranteeing high service levels and limited obstacles. They create revenue
streams from platform usage. The data generated by the ecosystem can be used
for similar businesses and service models. Platform ecosystems typically have 50
to 10 million partners across a maximum of five industries; works best with
companies that have solid digital capabilities and a strong focus on external
expertise. Established tech startups and companies are more likely to adapt this
platform as their core business model than nanotech companies (Xiaomi);

3) super platform ecosystems are the most complex type of digital
ecosystem. They focus on integrating several platforms into one integrated
service, while also capturing user data from the integrated platform. This type of
ecosystem provides a wide range of user data and also turns the data into money
using adjacent business models. The super platform ecosystem typically has at
least 10 million partners across at least 10 different industries” [27].

“A monetized platform is an online space that hosts creators’ content and
allows them to earn money off of it” [28].

There are some approaches regarding solutions for increasing the network
effect to monetize the platform [29]:

1. Shift to transaction-based model — digital platforms function as a
marketplace facilitator by bringing supply and demand together, creating
opportunities to drive incremental revenue on a per-transaction basis. PayPal and
eBay have become massive successes by just taking a few dollars or a couple
percentage points from each sale — not enough to create a hurdle to individual

adoption, but enough to create incredibly large and durable revenue streams.
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Platforms that adopt this model must be focused on removing friction from all
aspects of the matchmaking process to grow the userbase and make it as easy as
possible for buyers to find sellers and vice versa.

2. Leverage emerging trends from network to increase usages — as the
number of participants increases on the platform, unexplored trends will emerge,
which can be discovered through extensive data analysis using predictive machine
learning and Al capabilities. Best of all, these insights can only be known and
acted on by the platform itself, delivering a sustainable competitive advantage.
For example, Netflix continually studies what its customers watch, then use those
viewing patterns to invest in new content that delivers a steady pipeline what its
customers are looking for. To capitalize on this monetization strategy, platforms
must be agile enough to quickly create additional content, products, and services
that align with user’s requirements, keeping users engaged and the competitors in
the rearview mirror.

3. Cross-selling and up-selling — the use of data models to understand
purchase history patterns can create a powerful recommendation system. Amazon
is the gold standard in this regard, using powerful recommendation algorithms to
cross-sell or up-sell customers and deliver uniquely personalized engagement
experiences that delight customers and create significant loyalty.

4. Ad revenue model and audience targeting capabilities — platforms can
take years to implement an ad revenue model and turn a profit once the platform
has reached enough critical mass to interest advertisers. But that adoption curve
gets steeper all the time as the digitisation of society increases. For example,
Facebook may have taken three years to reach 50 million users — a massive
number to be sure — but WeChat reached that milestone in just one year.

To be successful, a platform must offer unique audience targeting capabilities
to differentiate from other advertising options, ensuring that every advertising
investment is maximized. ML/AI capabilities can dig into the rich history of first-

person data the platform captures, parsing the data in such a way that advertisers
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can’t help but invest more in these digital channels.

5. Dynamic and innovative pricing methods — product pricing is usually
fixed, no matter how much of the product is consumed over a period of time. The
only opportunity to pay less per license is with volume pricing. Platforms,
however, can take advantage of dynamic and innovative pricing models based on
the ways users derive value from the platform. Some options include:

— “freemium” pricing that allow users to engage with some or all of the
platform for a period of time before any payment must be made. The “30-day
trial” is a common example. Membership fees with unlimited use (think Amazon
Prime) or subscription offerings that deliver consistent value for less cost (annual
pricing at 20 % less than the monthly rate, for example) encourage frequency of
usage or to reward customer loyalty;

— pay-for-what-you-use pricing models function like your utility bills: the
less you use, the less you pay. Marketing automation companies offer tiers of
pricing based on the number of target records in your database, or the number of
emails you send out each month. Cloud storage vendors often charge based on the
number of gigabytes used.

These adaptive pricing methods, which are in context with business needs
and phases of its lifecycle, helps in increasing the adoption and scale of the
platform. And, there’re several models of monetization of digital
platforms (Table 1.5).

Table 1.5 — Monetization strategies for digital platforms [26; 30]

Model

(relating to the consumer) Implementation mechanism

The platform provides free services. Monetization takes
place by delivering advertising content to users (Facebook)
The platform provides free services in the basic version,
the user pays for the extended format (Spotify)

Free

Shareware (conditionally free)

Commissions Withholding a fee for each transaction (eBay, Uber)
Payment for access Fee for access to information on the platform (Science
(subscription model) Direct, paid electronic media)

Part of users who are more interested in the platform’s
services pay for the access to the platform’s services
(dating sites)

Differentiated access fees
(“partly” access is fees)
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For example, in Ukraine very popular platforms as marketplaces (Prom,
Rozetka, etc.). For the buyer they are free, but for users-sellers a set of services
can be implemented either according to the conditionally free model (a limited
number of free ads, without additional services), or according to the payment for
access or subscription model (payment once in a certain period of a certain set of
services, such as, for example, design, promotion, automatic filling of ads, etc.).
Ukraine is also developing digital platforms, but to reach the level of a global one
with a relevant and good functioning business ecosystem will take time. The clear
advantages are represented mainly in agro-industrial and mining and metallurgical

complexes, platforms with good communications presented in the Table 1.6 [31,

pp. 64-65].

Table 1.6 — Examples of digital platforms in Ukraine in accordance

with basic communication models

Subject Object (consumers of goods and services)
(producer of
goods and Business Customers Government
services)

Model “Business-to- Model “Business-to- Model “Business-to-
Business”. Consumers”. Government”.

Business Electronic commercial | Online stores Electronic public
procurements (rozetka.com.ua). procurement
(prom.ua). (prozorro.gov.ua).
Model “Consumers-to- | Model “Consumer-to- | Model “Consumer-to-
Business”. Consumer”. Government”.
Digital employment Online services for Digital platforms for

Customers services (work.ua, ordering services petitions, participatory
rabota.ua). (kabanchik.ua). budgeting

(petition.president.gov.
ua).

Model “Government- Model “Government- Model “Government-
to-Business. to-Customers” (or, to-Government”.
The possibilities for “Government-to- E-government.
business development; | Citizens”).

Government | ability to submit reports | Public digital services
in electronic form for citizens
(business.diia.gov.ua). | (igov.org.ua),

grants.vzaemo.diia.gov.
ua).

The analysis of the top-50 sites by traffic in Ukraine showed that less than

half of the sites are of national origin [32]. Among the top-10 — nine represent
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foreign companies. These are mainly social networks (youtube.com,
facebook.com, instagram.com) and search systems (google.com, yahoo.com,
bing.com). The only national site in this ranking is the ukr.net that represents the
field of “News and Media”. In the second ten are privatbank.ua, prom.ua and
rozetka.com.ua, which are full-fledged digital platforms. The rest of the sites
mainly represent the field of news (censor.net.ua, obozrevatel.com,
korrespondent.net, segodnya.ua) and trade (rozetka.com.ua, kidstaff.com.ua).

Top-10 websites ranking for all categories in Ukraine as of October 2022
given in the Table 1.7 [33].

Table 1.7 — Top-10 Websites Ranking for all categories in Ukraine

Rank Website Category
1 google.com Computers Electronics and Technology > Search Engines
2 | youtube.com Arts & Entertainment > Streaming & Online TV
3 facebook.com Computers Electronics and Technology > Social Media
Networks
4 | ukr.net News & Media Publishers
5 sinoptik.ua Science and Education > Weather
6 | obozrevatel.com
7 | censor.net News & Media Publishers
8 | pravda.com.ua
9 |olxua eCommerce & Shopping > Classifieds
10 | alerts.in.ua News & Media Publishers

An important limitation for the growth of Ukrainian digital platforms is their
focus on the local market, while foreign ones form most of the traffic outside their
country of origin. For example, in facebook.com, more than 80 % of traffic is
generated outside the United States; domestic digital platforms provide
themselves with more than 90 % of traffic at the expense of users in Ukraine — for
example, ukr.net receives 93 % of traffic from Ukraine.

The prospects for the creating the global digital platforms in Ukraine are
partly optimistic. On the one hand, there is still not enough sources for domestic
investment and a full level political lobby for the entire digital sector. On the other
hand, the growing IT sector should look for opportunities for global expansion.

Digital platforms are a breakthrough innovation that radically change the
structure of the national markets. On the one hand, digital platforms make it
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possible to avoid the chain of intermediaries, offer the end user the maximum list
of opportunities. On the other hand, in case of a “digital monopoly”, owners of
successful platforms receive control over the market and can impose their own
pricing policy. That is, the “traditional” business benefits greatly from the digital
boards, but strategically it is at risk of losing distribution channels and becoming
completely dependent on platform owners. An important feature of digital
platforms as a basis for the functioning of an online community is minimization
of transaction costs. Thanks to its architecture, platforms grow synchronously
with the needs of their users. The platforms’ architecture and interfaces enable to
work with individual user behavior.

Anything that is not based on complex technology is more profitable to
organize on the basis of platforms. An interesting situation is when there are two
or more digital platforms in one market — in this case, there is still one that absorbs
(destroys) all the others, primarily due to a more successful strategy and a better
environment that it is able to provide to its consumers.

Digital platforms are a logical step for the evolution of business, which was
created as a result of the computer technologies, information and communication

technologies development, spread of devices for Internet access among people.

Questions for self-control:

1. The essence of the concept of a digital platform.

2. Features of using digital platforms in companies (and their business-
models).

3. Modern key characteristics of innovative and transactional digital
platforms.

4. Elements of the digital platform ecosystem.

5. Restrictions in the growth of Ukrainian digital platforms.

6. Prospects for the global digital platforms’ creation by Ukrainian

developers.
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1.5. Digital competencies and the quality of human capital formation

The development of the digital economy and the use of digital technologies
opens up new opportunities for the growth of the national economy and improving
the quality of life of society. The application of these opportunities in the
economy, business, and society requires appropriate digital competencies for
education, employment, work, leisure and civic activities. The Institute for the
Future (IFTF) report on “Future Work Skills 2020 identifies six key factors that
will change the work landscape and determine the basic skills for the different
jobs and working conditions that employers will need in the next 10 years. The
main factors influencing the sphere of labor and social and labor relations [34]:

1) extreme longevity — increasing global lifespans change the nature of
careers and learning;

2) rise of smart machines and systems — workplace automation nudges
human workers out of rote, repetitive tasks;

3) computational world — massive increases in sensors and processing power
make the world a programmable system,;

4) new media ecology — new communication tools require new media
literacies beyond text;

5) superstructed organizations — social technologies drive new forms of
production and value creation;

6) globally connected world — increased global interconnectivity puts
diversity and adaptability at the center of organizational operations.

The driving force of the digital economy is human capital — knowledge,
talents, skills, abilities, experience, intelligence. The rapid adoption of digital
technologies makes the digital competencies of citizens key among other skills.
According to experts, by 2020 more than 1/3 of the knowledge and skills
important for today’s work activity should have changed. In the new digital reality

in the field of labor and human resource management, financial, legal, economic,
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social, cultural, psychological issues arise, among which it is worth highlighting:
— guarantees of human security, society, state; finding a balance between
privacy and ensuring personal safety in the online environment;

—1issues of paid or free access to online resources, including educational

ones;

— emergence and protection of digital rights, intellectual property rights;

— social and labor rights and freedoms in the digital economy;

— finding a balance between economic efficiency and social justice;

— preservation of cultural values and national identity, psychological health
of the population;

—ensuring national security in the context of the dissemination and
application of digital technologies.

Accordingly, there is a transformation of the labor market and labor relations.
The following features of the transformation of social and labor relations in the
conditions of the formation of the digital economy can be distinguished [35-36]:

1) the boundaries of the traditional division of labor are changing, the
boundaries of professions are erased, the pace of “extinction” of traditional
professions is accelerating, new, previously unpredictable ones arise;

2) forms of employment are changing (freelancing, remote work, flexible
forms of work, informal employment on online platforms, part-time or week,
employment in seasonal episodic work, project form of employment);

3) mobility of employees increases (migration processes, interprofessional,
intersectoral, intra-company mobility are activated);

4) the structure of enterprise management and the personnel management
system are changing (abandonment of cumbersome management systems,
transition from manager-subordinate relationship to customer-performer
relations, digitalisation of the personnel management system);

5) competition in the labor market for unique human resources — creative,

creative, inventive abilities — increases;
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6) lifelong learning is the principle and concept of changing social and labor
relations. As noted in the Report on Human Development, mastering the skills
necessary for the 21st century should become part of the process of education
throughout life, aimed at critical thinking, collaboration, creativity and
communication [37];

7) the level of precarization of the active population is growing, which is
determined by the characteristics of employment, working conditions, but in most
cases, they do not meet the criteria of decent work and productive employment.
Employed in the informal sector; officially unemployed, working without
registration of labor and collective agreements; part of migrant workers; People
of free professions, employed on freelance conditions and those who are involved
in the shadow or illegitimate labor market — these are the categories of labor for
which the problem of prescriptiveness is relevant. Precarity is an unstable way
of life and work without long-term guarantees and reliable earnings, especially in
relation to the spread of non-standard employment;

8) the formation of a new segment of the population is typical — NEET: not
in education neither in employment nor training among young people aged 15—
29 years. This category of the population is excluded from both the unemployed
and the employed population.

Such challenges and transformations were met by the first I'T industry; Other
industries today adopt this experience, introduce atypical forms of employment
(outsourcing, outstaffing, borrowed labor, etc.) and create remote jobs. The
development of digital competencies is becoming one of the most important
conditions of any country today.

For a note, in Davos published the results of Deloitte Global’s “Fourth
Industrial Revolution on the Threshold — Are You Ready for [t?” (2018), the main
conclusion of which is that CEOs and government leaders from around the world
do not feel full confidence in the willingness of their organizations to influence

and seize the opportunities that the fourth industrial revolution brings with it
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(“Industry 4.0”). Was a vision that in 2020-2030 the generation of “millennials”
(born in the 1980s—1990s) and the next generation born after 2000 will enter the
markets as the main consumer, with their value system and the benefits of “smart”
consumption, and then assisted (supported by computer analytics) consumption,
with labor strategies focused not so much on a narrow professional career as on
building flexible and adaptive personal and group competencies with unique
career trajectories [38].

Digital competencies are a set of knowledge, abilities, character traits and
behaviors that are necessary for a person to use ICT and digital technologies to
achieve goals in his personal or professional life [39, p. 6]. Competence in the
field of digital technologies should be perceived not only as knowledge relevant
to technical skills, but also as knowledge more focused on the cognitive, social
and emotional aspects of work and life in the digital environment. Digital
competence is a multifaceted evolving process that is constantly changing with
the emergence of new technologies.

The Digital Competence Framework is a tool created to improve the level
of digital competence of Ukrainians, help in creating public policy and planning
educational initiatives aimed at increasing digital literacy and practical use of IT
technology tools and services by specific target groups of the population. The
framework was adapted by Ukrainian experts. It is based on the relevant
Framework for EU citizens (DigComp 2.1: The Digital Competence Framework
for Citizens), as well as other recommendations in the field of digital competences
from European and international institutions, which are adapted to the national,
cultural, educational and economic characteristics of Ukraine [40].

The digital competence framework contains a description of the main areas
in the field of digital competence that a modern citizen should possess. These are
such areas as: information and digital literacy, communication and cooperation,
creation of digital content, safety of problem solving [41]. Digital competencies

can be summarized into five large groups:
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1. Information and ability to work with data: view, search and filter data,
information and digital content (formulate information needs, search for data,
information and content in digital environments, access and move between data,
information and content); create and update personal search strategies (evaluate
data, information and digital content; analyze, compare and critically evaluate the
reliability and reliability of data sources, information and digital content); data
management, information and digital content (organize, store and select data,
information and content in digital environments; organize and process them in a
structured environment).

2. Communication and collaboration: interaction through digital
technologies (interact through a wide range of digital technologies and understand
what means of digital communication are appropriate for this context; share data,
information and digital content with others through appropriate digital
technologies; act as a mediator, know practical methods of reference and
attribution); implementation of civic position through digital technologies (to
participate in the life of society through the use of public and private digital
services; to look for opportunities for self-improvement and implementation of
active citizenship using appropriate digital technologies); cooperation through
digital technologies (to use digital means and technologies for cooperation
processes, as well as for joint development and joint creation of resources and
knowledge); network etiquette (know the rules of conduct and know-how
regarding the use of digital technologies and interaction in digital environments;
adapt communication strategies to a specific audience and take into account
cultural diversity and generational contradictions in digital environments); digital
identity management (create and manage one or more digital identities, be able to
protect your own reputation, work with data created using several digital tools,
environments and services).

3. Creation of digital content: development of digital content (create and edit

digital content in various formats, express themselves by digital means);
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integration and processing of digital content (to change, refine, improve and
integrate information and content into an existing body of knowledge to create
new, original and relevant knowledge and content); copyright and licenses
(understand how copyright and licenses apply to data, information, and digital
content); programming (plan and develop a sequence of clear instructions for the
computing system to solve this problem or to perform a specific task).

4. Security: protect devices (protect devices and digital content, understand
risks and threats in digital environments; be aware of security and security
measures, and properly consider trust and privacy issues); protection of personal
data and privacy (protect personal data and privacy in digital environments;
understand how to use and share personally identifiable information while
maintaining the ability to protect yourself and others from harm; understand that
digital services use the “Privacy Policy” to inform about how personal data is
used; be able to avoid health risks and threats to physical and psychological
comfort when using digital technologies; be able to protect yourself and others
from possible dangers in digital environments; know about digital technologies to
ensure social well-being and social integration; be aware of the impact of digital
technologies and their use on the environment).

5. Solving the problem of the digital environment and lifelong learning:
solving technical problems (identifying technical problems in the operation of
devices and using digital environments and solving them: from troubleshooting
to solving more complex problems); identification of needs and their
technological solutions (assess needs, identify, evaluate, select and use digital
means and possible technological response measures to meet these needs;
establish and adapt digital environments according to personal needs, for
example, to ensure accessibility); self-assessment of the level of own digital
competence, identification and elimination of gaps (understand in what aspects
their own digital competence needs to be increased or updated, identify gaps,

build their own profile for the development of their own digital competence; be
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able to support others in the development of their digital competence, keep up
with the process of evolution of digital technologies); solving life problems with
the help of digital technologies (be able to use digital technologies to solve their
own life problems in the field of everyday life, social communications, health
care, education, etc.); lifelong learning and professional development in the digital
environment (be able to use open digital educational resources — trainers, courses,
educational programs — for your professional and personal development anywhere
and anytime throughout your life; improve professional practices, look for
opportunities for self-development and further training, create and fill your own
e-portfolio as an addition to your own resume).

Through the EU4 Digital initiative, the European Union supports the
implementation of digital skills strategies in Ukraine, in particular by [42]:

— development of methodology for measuring and forecasting gaps in
national digital skills;

—defining a common competence framework for SMEs and
microbusinesses;

— supporting the establishment of national coalitions for skills and jobs in the
Eastern Partnership countries;

— conducting training seminars and trainings;

— conducting advertising campaigns in partner countries.

Many organizations have focused on identifying and developing the digital
skills and knowledge needed for the future. Implementing a system of training in
professional digital competencies such as coding, data analysis and e-business
skills can help young people take advantage of new opportunities in the digital

economy and meet the requirements of employers in the labor market.

Questions for self-control:

1. The main factors influencing the sphere of labor and socio-labor

relations in digital era.
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2. Features of the transformation of socio-labor relations in the context of
the digital economy development.

3. Digital competence framework.

4. Groups of digital competences.

5. Digital skills development strategies in Ukraine.

6. Implementation of a system of trainings for digital competencies

development in professional spheres.
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2.1. General tendencies of digitalization in the partner-countries

Today the development of economics and society undergoes constant
changes due to the rapid spread of digital technologies. The development of digital
economics is a priority value for all countries. Certainly, the vector of
development and trends are set by economic leaders: the USA, Great Britain,
Germany, Japan, et al. These countries have already demonstrated that transition
to a new system of functioning of economics and society can be implemented

through the development of basic information and communication infrastructure,
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the formation of policy in the digital economics sphere, coordinated between all
its participants, the development of support programs for digital technologies
implementation at all levels of state, and business, especially for educating digital
skills and abilities.

During last years another wave of transformation of activity models in
business and social sphere can be observed. Artificial Intelligence, robotics, [oT
(Internet of Things), Big Data, Wireless network are the technologies of new
generation. These technologies change existing systems and structures of social
and economic relations. According to the World Bank estimations, new
technologies implementation is able to increase labor productivity in companies
by 40 % [10]. In the nearest future it is the efficient use of new digital technologies
that will define international competitiveness of individual companies, as well as
of countries. Only those who are able to form infrastructure and legal environment
for digitalization will develop sustainably.

New stage of digital technologies development is characterized, first, by
exponential increase of quantity, quality, and diversity of relations between
business, individuals, and social and economic systems. Diversity in the use of
data and dynamic growth of data volumes results in complex and synchronized
“all to all” integration, the consequences of which are not fully understood yet.
Since 1990 the world trade of data-driven services has grown exponentially and
now accounts for half of services trade (Fig. 2.1).

Such transformations require new skills and competencies from people, their
readiness to use new technologies in everyday life. The special importance is
acquired by formation of educational programs, which will be in compliance with
global trends and personalized learning trajectories, capable to support “digital
literacy”.

At the same time, new challenges emerge. The society needs to understand
the possible and current negative consequences of digitalization. The negative

consequences include shrinking or even disappearance of traditional markets;
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professions disappearance due to systems automatization; increase of the
cybercrime scales; vulnerability of human’s rights in digital space. To solve the
mentioned problems and to minimize the related risks it is necessary to form
regulatory procedures for these problems solving at the institutional level.

6,000 r 100,000

Services (US$, billions, current)
Digital data flows (PB per month)

Traditional services
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Source: WDR 2021 team calculations, based on World Bank, WITS (World Integrated Trade Solution) database, http://wits.worldbank.org/WITS/. Data at
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Fig. 2.1 — Dynamics of global trade in data-driven services [6]

The sector of information and communication technologies (ICT) is an
important factor of digital economics and society development. According to the
World Bank data, the share of ICT in the GDP of OECD countries is about 6 %
and is much less in the developing countries. In the USA where 8 out of 14 the
world’s largest hi-tech companies in terms of revenue are operating, the
contribution of the ICT sector to GDP is about 7 %.

It should be mentioned that the developed countries pay considerable
attention to the digital economy development. The European Commission
identifies five dimensions of the digital entrepreneurship program:

a) digital knowledge and ICT market;

b) digital business environment;
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¢) access to finances for business;

d) digital skills of employees and e-leadership;

e) formation of the supportive entrepreneurial culture.

The DESI Index (The Digital Economy and Society Index) is used in the
countries of European Union for estimation of the level of technological
development and the innovative technologies adoption degree in society and,
particularly, in economy [42]. The index is calculated from O to 1. The amount of
human capital, the integration of digital technologies, digital public services, the
quality of communication means, and the use of the Internet are evaluated.

The structure of digital economy system can be presented as

follows (Fig. 2.2).
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Fig. 2.2 — Scoping the digital economy [3]

To analyze the system of digitalization of the country’s economy, it is
important to study the following indicators: connectivity, Internet use, level of
integration of digital technologies, Digital Government, digital trade.

The connectivity is the level of access to the Internet network in the country.
This indicator is characterized by the availability of both fixed and mobile
broadband network access to the network. The Network Readiness Index [4] data
reflects that the highest level of mobile connection among the analyzed countries
is in Germany — 78,95, followed by Slovenia — 67,30, Lithuania — 65,32,
Ukraine — 55,7, and Tajikistan — 34,55. At the same time, the data of the report

57




show that Ukraine is the leader among countries with income below the average,
and Tajikistan is in second place among countries with a low-income level.
According to the International Telecommunication Union (via World Bank)
data the share of population that uses Internet in Lithuania, Slovenia, and
Germany is above 80 %, and Ukraine is approaching this mark. At the same time

Tajikistan still lags significantly behind this indicator (Fig. 2.3).
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Fig. 2.3 — Internet penetration by country [8]

Today, Internet is a media system which is a tool for work, education and
communication, information dissemination and conducting business. The layer of
reliable information that is presented on the network is so powerful that it actually
affects the ways of obtaining it. The appearance of cloud libraries has significantly
reduced the number of real ones. In addition, the amount of information on the
Internet is constantly growing, the dynamics of development is increasing daily.

One of the most important network laws is the law of Robert Metcalfe. This
scientist is a representative of Massachusetts Institute of Technology and the
inventor of Ethernet — one of the most wide-spread technologies of local networks
organization. According to the Metcalfe theory, the value of the whole system
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increases faster than the number of network elements. Thus, networks are able to
generate new value.

According to Metcalfe’s law, the more components are in a computing
network — for example, in the Internet — the higher is its value to users. This means
that more new users will be willing to connect to it. The network growth
influences its value simultaneously, and the overall value as the network grows
further can affect the entire economy.

It is with the expansion of the Internet use that its influence on the
development of the digital economy increases new opportunities and problems at
the same time arise that require a modern approach to their solution. Marketing
and services industry have changed under the Internet influence: the geographical
boundaries expanded, the opportunities of target approach to the Internet audience
and formation of organizational connections with partners have emerged.

Enterprises productivity increase is one of the main factors of the Internet
influence. It is possible due to simplification of communication, acceleration, and
automation of business processes, as well as reduction of transaction costs.

The greatest achievement in the sphere of Internet development is the
capability to provide banking services from anywhere in the world. In connection
with the consolidation of the banking sphere, a significant growth of the online
banking market is expected, which will continue to expand its geography.

In the world Internet-economy, according to the Boston Consulting Group
forecasts, great advantages will be possessed by those companies, which will learn
to use Internet-tools:

1) mobile Internet — a new user model, which provides access to the Internet
through mobile devices;

2) behavioral model change — according to the IDC forecast, smartphones
will provide full access to the network that can change the behavioral model
between business and consumers fundamentally;

3) formation of the connection ecosystem — initially it concerned the
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infrastructure of the Apple company, now other large companies are forming their
own ecosystems, among them Amazon, Facebook, Google, Baidu, Tencent, etc.;

4) expanding of the world Internet-economy — growth of investments in
network development, creation of new jobs and increased competition with the
traditional economy are expected.

The development of information technologies and the Internet in industry
brings it to a qualitatively new level: factories and networks of suppliers form a
single organism — a global industrial ecosystem (Smart Manufacturing). Modern
[T-technologies (PLM-systems) provide an opportunity to gather all the
information related to development, production, sales, and exploitation of
products. This contributes to flexibility in business promotion, production
customization and localization, consumer involvement in the process of product
development on early stages.

Several research at the same time have established the positive impact of
Internet speed growth on the economy. The higher the speed is, the greater are
GDP, business productivity and jobs number.

The study of International Telecommunication Union [43] has identified that
a 10 % increase in Internet coverage increases GDP per capita from 0,27 % to
1,38 %. It happens because high-speed Internet helps to increase the efficiency of
business processes. In its report, the World Bank [48] recognized high-speed
Internet as one of the tools for the growth of economies in developing regions. It
called it a key driver of economic growth, job creation and improved interaction

between people.

Questions for self-control:

1. What technologies change the existing systems and structures of socio-
economic relations?
2. What is measured by the DESI Index?

3. How important is access to the Internet for the economy?
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2.2. Digital government

Under conditions of global digitalization, the governments also have to
change the approaches and forms of interaction with society. Only such changes
will allow to remain effective and to be ready to respond to today’s challenges.
OECD together with OPSI prepare and publish annually a report on key
tendencies and directions of application of innovations by the governments of the
countries of the world. In 2020 such report concerned the acceleration of digital
development and digital transformation of public sector [18].

In recent years, state governments have been actively working on the
transition from providing public services in a traditional way to fully digital
solutions. The digital directions of government policy are concentrated in three
spheres:

1) transition to the services of virtual government;

2) use of digital technologies for timely and effective communication with
the public;

3) transformation of public administration based on partnership, openness,
and inclusivity.

The UN research on the e-government 2022 — is an assessment of the UN
digital governance system in all 193 member states. The e-government survey is
based on the results of long-term research that lasted for more than two decades
with countries rating on the basis of E-Government Development Index of the
UN, using a combination of primary data (collected and owned by the UN
Department of Economic and Social Affairs) and secondary data from other UN
agencies (Fig. 2.4).

According to this study, Slovenia, Germany, and Lithuania have a high level
of digital governance, and their indicators exceed 0,87 points. Slightly less is the
indicator in Ukraine — 0,80. At the same time, the indicators of these countries

significantly exceed the world average level, which is, respectively, 0,6102.
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Fig. 2.4 — E-Government Development Index [46]

The indicator in Tajikistan is 0,5039, which is lower than the world average
level. Mainly Tajikistan lagging is explained by the underdevelopment of
telecommunication systems in the country, and by the low level of online services
that a citizen can receive.

The transformation of public administration is declared as a priority direction
in the EU. Modernization of e-governance and public services with the use of
digital means has a crucial role in reducing the administrative burden on citizens
and business as a whole [19].

According to “2030 Digital Compass: The European way for the Digital
Decade” [20] public administration transformation is aimed on achieving:

a) openness and transparency of public administration. In particular, it is
envisaged to achieve accountability of public administration bodies to citizens
through the use of digital technologies, to provide their openness for democratic
participation, as well as for the control by the society;

b) human centeredness of public administration: public sector must be
focused on the needs of society in general, and of each person in particular,
namely, be inclusive, accessible, providing personalized services. It is the digital
public services implementation that helps to achieve high level of accessibility
and inclusiveness of digital government;

c¢) economic efficiency of public administration. The financing of public

administration takes place mainly at the expense of taxpayers. Digitalization helps
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to shorten excessive bureaucracy, and to control the financial issues of budget
funds spending. Another aspect of digitalization is the opportunity to consider
economic criteria in the pricing of electronic public services.

Digital Government concept refers to the use of digital technologies as a
component of public administration modernization strategies to create public
value. This concept envisages the formation of state management ecosystem,
which will include representatives of government, non-governmental
organizations, business, citizens associations, and individuals which supports
formation and access to the data, services, and content with the help of interaction
with government [35]. It is about the deepening of digital transformation in the
sphere of public authority, as a result of which technologies significantly affect
the content of public administration activities, and not just change the forms and
tools of public administration.

Full-fledged digital government, mentioned in the Recommendation of the
Council on Digital Government Strategies [35], should embody such principles:
it should be digital by design; managed by data and using data; operating as a
platform, be open by default and focused on human needs.

An equally important aspect in the development of digital government is the
actualization of public administration based on data. Digital world produces an
incredible amount of data, which can provide government with important
information on the events in real time, tendencies, and human behavior,
emergencies, etc. These data is really valuable and can be used during forming
and implementing public policy. Digital governments acknowledge that data is a
key strategic asset and can be used effectively in planning and monitoring of the
public policy. However, the use of data also carries some risks. So, public
government should take care of the formation of effective policy, ethical
principles, reliable, safe use of data. The legal regulation of data should provide
an effective protection of personal data and wide availability and publication of

open data.
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Separately, it is worth to mention biometric data, which is increasingly used
in everyday life. By using of the simplest smartphones applications, e-banking a
person provides access to his /her biometric data. Governments often use
biometric technologies to develop simplified and adapted services for their
citizens. Some public services are available after authorization using biometric
data. So, the public administration task is to form a clear legal policy on ethics
and privacy related to the use of this technology. The society needs to understand
how their data are collected, stored and used. Accordingly, the openness and
transparency in the legal policy on data is a basis of trust in public administration.
Ifthe legal policy is concentrated on data security, then society has a more positive
attitude towards new technologies and is ready to accept them in different
situations.

The rating of the analyzed countries according to the Global Cybersecurity
Index 2020 [31] data formed by International Telecommunication Union is
presented on the Fig. 2.5.
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Fig. 2.5 — The Global Cybersecurity Index 2020 [31]

Lithuania and Germany have high-level indicators of cybersecurity. These
countries work constantly on the cybersecurity systems improvement. Slovenia
and Ukraine need to strengthen work in terms of technical capabilities of
cybersecurity. It is also recommended to improve the organizational policy on

cybersecurity measures in these countries.
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Cybersecurity Index estimates cybersecurity level according to five main
principles [31]:

— legal measures — estimating laws and regulations on cybercrime and
cybersecurity;

— technical measures — assessing implementation of technical capacities of
cybersecurity through national and industry agencies;

— organizational measures — estimating national strategies and organizations
regarding cybersecurity measures;

— potential development measures — assessment of informational campaigns,
learning, education, and incentives for cybersecurity potential development;

— cooperation measures — evaluating partnership between agencies, firms,
and countries.

Digital governance completely erases the concept of “management for the
sake of management” and moves to the plane of “management to meet the needs
of citizens”. It is safe to say that digital governance is not just another stage of
electronic governance but is its qualitative transformation. In particular, digital
governance is now a certain guide for the most developed countries in terms of
digital technologies and a future reference for others. Digital governance brings
e-governance up to a new, higher quality level and is gaining more and more
popularity in the world, envisaging the creation of a new, qualitatively different

dialogue between the state and society.

Questions for self-control:

1. What does «Digital Government» mean?
2. What factors affect the level of cyber security?
3. What are the advantages and specifics of the digital government?

4. In what areas are the digital directions of state policy concentrated?
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2.3. Research & development for digital transformation

Development and implementation of innovations are important tools of
stimulating of digital economy development. This is particularly important for the
developing countries (Ukraine, Tajikistan), as it is exactly with the help of
innovative developments and new knowledge is possible for country to increase
its economy productivity and competitiveness on world markets. This is what
stimulates economic growth, which at the same time ensures an increase in the
employment of the population. In its turn, development and implementation of
innovations are actually provided by scientific research and technical
development. So, to increase the economic growth level a state needs to
stimulate R&D.

It is necessary to form and improve national innovative system to provide
the most effective use of economic potential. The state’s innovative system should
be based upon the priorities of development of knowledge and technologies of its
use. The developed countries experience points to the positive consequences of
stimulating innovative activities on the part of the state.

Innovations need to be implemented in production. A new or improved
product is implemented when it is put on the market. New processes, marketing,
or organizational methods are implemented when they are put into real use in the
company’s activities.

The economy transformation has become a part of national as well as a part
of supranational economic policies since the late 90-es of XX century. In
particular, the EU, while forming the economic growth strategy on the base of
increase of competitiveness on international markets, has defined the activization
of scientific R&D as a main factor by increasing funding (both through budget
funds and within the framework of business projects). Today, the formation of the
knowledge economy in the EU involves the integration of individual life

processes of society into a single system: formation of education system oriented
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on the knowledge development, development of business-science-education
networks for new knowledge producing, encouraging business and society to
effectively use knowledge and products made on its basis, formation of the
support infrastructure (innovative ecosystem).

According to the Congressional Research Service [24] report on science and
technologies, R&D expenses are the main indicator which reflects the level of the
innovative efforts made by the country. In addition, in order to be able to compare
such efforts between countries, an indicator of the specific weight of R&D
expenditures in the country’s GDP is used to assess the level of

innovativeness (Fig. 2.6).
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Fig. 2.6 — Dynamics of R&D expenditures by country [39]

If to analyze the dynamics of R&D specific weight in GDP in 2010-2020,
the tendency of increasing the R&D expenditures in Germany, Slovenia and
Lithuania becomes obvious, while there is a tendency to decrease those
expenditures in Ukraine and Tajikistan. Average gross expenditure on R&D in
OECD countries in 2020 was 2,36 % of GDP, and in the EU countries — 1,91 %
of GDP. In addition, there are extremely few countries in the OECD and the EU
that invest less than 1 % of GDP in R&D.

Promoting the development of digital economy on the regional and national
levels in Germany, Slovenia and Lithuania is carried out by encouraging the
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clustering policy. It is the clusters that are assigned the role of an accelerator of
network interaction between economic entities of the region that have
complementary competences or technological capacities, of mediator of
productive dialogue about formation and commercialization of innovations
between academic circles and business representatives. To increase the export
capabilities at the level of the EU regions the concept of smart specialization is
used, which is related to the cluster concept. It provides an opportunity to define
strategic directions of regional development on the basis of formation of value-
added chains with a focus on exporting globally competitive products.

The emergence of clusters that are based on knowledge is expedient to
consider as a reaction on the relative lack of dynamism in the relationship between
researchers and industry. And the main directions of cooperation concentration
are defined as follows: renewal of regional R&D systems, formation of R&D
institutions networks, joint funding on the first stages of commercialization.

Germany is one of the leading countries in the world in terms of R&D. It is
due to the powerful research support system. This system is aimed at the
development of effective network for cooperation between industry and science
for innovative start-ups.

According to the Germany government plan by 2025 the country will spend
3,5 % of GDP on R&D annually. This is one of the highest indicators in the world.
The state development programs should be mentioned:

— High-Tech Strategy 2025 [27] — the main task of the program is to create
real products on the basis of research results. Business, universities, and R&D
centers should also form international networks to achieve that;

— Research and academic relations policy [40] — scientific diplomacy of
Germany helps to form scientific cooperation within the country, as well as on the
international level.

Lithuania also actively supports R&D on the state level. The government of

Republic of Lithuania has invested 1 bn euro in the network with 5 integrated
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R&D and business valleys. Such scientific centers are built in the three biggest
cities of the country — Vilnius, the capital, Kaunas, the second largest city and the
industrial center, and Klaipeda, seaport city. In addition to that, such state policy
promotes the increase of not only state investments in R&D, but also private
sector investments. R&D centers have facilitated the acceleration of
transformation processes of interaction between the state and business, as well as
development of digital economy.

R&D expenditures increase in real sector is a determining factor of economic
growth, as it promotes raise of the country competitiveness. The increase of the
importance of high-tech and knowledge-intensive industries for the economic
development of countries causes the limitation of traditional resources and the
need for more effective use of the resource base for the introduction of new,
including “green”, technologies, the expansion and creation of new sales markets,
the increase of labor productivity, the creation of a multiplier effect from the
results of R&D in high-tech and knowledge-intensive products and accelerating

the development of other sectors of the economy.

Questions for self-control:

1. How does innovation affect economic development?
2. What is the level of R&D in partner countries?
3. What legislative initiatives have been adopted in partner countries

for R&D?

2.4. Open data

Open data is information that anyone has access to and that anyone can use
and share. Open data is used by individuals, companies, journalists, and civil

society to learn more about the government activity and to create new tools and
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ideas.

Modern open data concept provides for the open access to use and sharing
of socially significant information by any person for any purpose. In most cases
open data is related to the access to state information for providing transparent
functioning of government. However, now open data is more and more often used
by business representatives to increase its efficiency.

Opening data in different spheres promotes for creation of services which
help entrepreneurs to avoid corruption risks and to solve problems, which can be
faced by business in Ukraine.

In particular, data from the Unified State Register of Legal Entities,
Individual Entrepreneurs, and Public Organizations, registers of court decisions,
notaries, taxpayers, tax debtors can be useful.

Several areas of using open data to increase economic growth can be singled
out. Their existence open opportunities for creation of new business models,
optimization of operating companies’ activity, creation of new jobs and increasing
employment, as well as improving the climate for attracting foreign investment.
In some studies the attempts to estimate the value of open data for the world
economy are made. According to the global institute MCKinsey [33] estimations,
open data (from governmental and non-governmental sources) in seven sectors of
the world economy (education, transport, consumer goods manufacturing,
electricity, petroleum sector, healthcare, and consumer services) can contribute to
the creation of an economic effect in the amount of 3 to 5 billion dollars annually.

In the whole world in the most economy sectors the emergence of new
companies, which rely on open data for their activities support, can be
observed [37]. In general, new companies, which operate with data, implement in
their activity one of the two models. The first one involves providing data as a
resource for other companies; for this, the quality of data is improved, new
platforms and data presentation formats are created. The second model provides

informational and analytical services and products, ready to be used by companies
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or consumers. Besides that, a lot of companies are working to make state open
data more comfortable for use, to simplify access to it and its analysis.

Open data can be used for more effective job search by applicants and for
finding staff by employers, thereby contributing to the growth of the overall level
of employment in the country. A 2013 World Bank report [28] shows how job
search services that use open data can benefit both employers and potential
employees. Open data is also a tool which helps youth to develop skills of work
with technologies, which increases their chances for successful employment.
Today governments of different countries hold contests and ‘“hackathons™ in
which open data of national, regional, and local level is used, and teachers can
form teams of applicants studying computer science to participate in such events.
The success of such initiatives will depend on the demand and supply of
employees with technical skills. At the same time, in some regions, thanks to such
training, it is possible to form a more qualified workforce and at the same time
open wider employment prospects for it.

Another benefit of open data use is their positive impact on the investments
attracting perspectives. Investors can be interested in data from census statistics,
workforce skills, tariffs, land relations or national information infrastructure. Such
open data provides an opportunity to form the understanding on resources and
infrastructure which can be involved for support of investments in new projects.
For foreign investors, who are concerned about the risks, the open data on the
state governing mechanisms will be particularly valuable.

More and more often in the process of decision-making investors use state
open data provided by the countries themselves (and not only data provided by
third parties). The scale of the country’s own open data program is now seen as
an indicator of the country’s openness, and this is an important factor for
investors. Monitoring of the open data programs implementation in the world is
conducted within the framework of two initiatives: Open Data Barometer — the

global estimation of how governments publish and use open data for accountability,
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innovations, and social impact [36], and Open Data Index calculated by Open
Knowledge Foundation. Open Data Index forms the rating on the basis of
15 different categories: Government Budget, National Statistics, Procurement,
National Laws, Administrative Boundaries, Draft Legislation, Air Quality, National
Maps, Weather Forecast, Company Register, Election Results, Locations, Water
Quality, Government Spending, Land Ownership. The last rating results are

available for Germany, Slovenia, and Ukraine (Fig. 2.7, 2.8, 2.9).
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Fig 2.7 — Slovenia Open Data Index
Thanks to open data governments and companies in different countries find
new opportunities to provide economic growth and to implement innovations in

the private sector.
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Fig 2.8 — Germany Open Data Index
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Using the results of open data analysis and processing it is possible to start a
new business, to make operating company more efficient and profitable, to

increase employment and to attract foreign investments.
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Fig 2.9 — Ukraine Open Data Index

Open data is a diversified and agile resource, which can be useful for

companies, individuals, and economies.

Questions for self-control:

1. How open data affects economic development?
2. How can open data be used for business development?

3. What exactly does the Open Data Index measure?

2.5. E-commerce

On the modern stage of social development, the spere of e-commerce have
become an integral part of human life, as evidenced by the dynamics of its
development indicators in individual countries as well as in the whole world. E-
commerce has a lot of advantages, which result in decrease of prices for goods

and services. In its turn, it promotes the increase of volume of online sales. Thanks
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to the use of modern data transmission systems, making commercial transactions
has become more convenient. For example, the process of document exchange
has been significantly simplified: instead of printed invoices, stock quotes,
purchase orders and other documents, electronic versions are sent to the
counterparty. A similar situation has developed in the sphere of electronic
payments (transfers). An effective mechanism of interaction between financial
institutions has been created and is functioning in terms of crediting and debiting
customer accounts.

E-commerce provides an opportunity for small and medium businesses to
compete effectively with large corporations. Statistical data shows that small
organizations which actively use opportunities of Internet, expand much faster
than those which do not use them in activity.

In addition, e-commerce helps commercial structures to overcome the
consequences of financial and economic crises with the least losses. Thus, the
global crisis of 2008 has become one of the causes of small entrepreneurship
development in the Internet. Despite the general tendency of decrease of the
business activity the growth in this sector hasn’t stopped. This is due to the fact
that under the conditions of a general decline in business activity and staff
reduction, some young professionals decided to start their own business. In
addition, starting a business on the Internet does not require significant
investments. This advantage makes online trading attractive for all economic
entities — both small and large businesses.

The activation of the use of information and communication technologies
and the Internet by the population and business became the basis for the rapid
development of e-commerce on a global scale. The number of digital buyers is
growing annually that is presented in Fig. 2.10. The share of users who make
online purchases in much lower in countries with low income. That shows the
importance of increasing readiness for e-commerce not only from the standpoint

of connection to the global network, but also in other spheres.
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Fig. 2.10 — Number of Digital Buyers Worldwide from 2014 to 2021 [36]

In developed countries such as Denmark, Germany, Netherlands, Norway,
Sweden and Great Britain more than 80 % of Internet users make purchases
online. At the same time, there are more than two dozen countries in the world
with a low or lower than average income level, where less than 10 % of Internet
users make online purchases.

The UNCTAD B2C E-commerce Index is aimed at the estimation of the
readiness of an economy to support online shopping. The ranks of the analyzed
countries in the rating is presented in Fig. 2.11. The higher the Index is, the higher

is the level of e-commerce development in the country.
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Fig. 2.11 — UNCTAD B2C E-commerce index, 2020 [44]
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According to the estimations, the value of e-commerce market of Lithuania
is worth US$ 1526 million [44]. The forecasts show that the expected growth rate
of revenue is estimated as 18,59 %, which will result in a forecasted market
volume of US$ 2,545,00 m by 2025 [15]. Currently, there are 1,41 million of
online buyers in Lithuania, and this number is expected to grow up to 1,85 million
in 2022. According to the estimations, about 18 % of Lithuanian small businesses
sell their products and services online and almost 10 % use e-commerce platforms
to sell abroad. On the other hand, e-commerce also increases competition. In
particular, the share of foreign online stores in the Lithuania market is assessed as
36 % [34].

If to consider payment methods, Lithuanians mostly use online bank
transfers for online shopping (48 % of online purchases). Other options used by
Lithuanians include using a payment card (23 %), cash payments (14 %), e-wallet
(7 %), and other payment methods (7 %) [21].

Revenue of e-commerce reached US$ 504 million in 2021 in Slovenia and
according to the expectations will grow up to US$ 1,738,00 million by 2025, as
the forecasted annual growth is 14,53 % [16]. Currently, there are 1,1 million
users of e-commerce in Slovenia, so the estimated user penetration will be 50,8 %
by the end of this year, and it is expected to reach 56,9 % by 2025.

The largest segment of e-commerce market in Slovenia is fashion. It
accounts for almost 30 % of the total revenue from e-commerce in Slovenia. Toys,
Hobby & DIY sector has a second place and generates about 26 % of the revenue.
It is followed by Electronics & Media, which accounts for a 23 % share in the
revenue. The last two sectors are Furniture & Appliances (11 %) and Food &
Personal Care (10 % of the revenue).

Most of the transactions for online purchases are provided with the use of
prepaid cards — about 63 %. The second place belongs to mobiles — 17 %, as the
share of this payment method is much lower. Credit cards occupy third place with

the share of 10 %, and e-wallets account up to 9 % [23].
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The e-commerce market in Ukraine is one of the most dynamic, the market
volume in 2020 increased by 41 % and reached US$ 4 billion, which accounts for
8,8 % of the total retail trade volume. The e-commerce market has grown almost
3 times over the past 5 years and is predicted to grow 2 times over the next
S years.

The volume of e-exports in 2020 amounted to about US$ 450 million. At the
same time, the USA is the largest importer of Ukrainian goods — 33 % of the total
Ukrainian e-exports falls on the USA. Electronics and clothing are the largest and
most developed e-commerce sectors in Ukraine. The volume of e-commerce in
clothing in Ukraine has grown by an average of 26 % since 2016 and reached
USS$ 291 million in 2020. The share of e-commerce in the retail trade of clothing
in 2020 was 6,8 %. And the average check was US$ 24-31 [41].

The estimated e-commerce market volume in Germany is US$ 121,8 billion and
has grown by 15,8 % in 2022 compared to 2021 [26]. 20 % of retail purchases in
Germany is made online and 41 % of purchases is completed on mobile devices [29].

If to consider payment methods in Germany, the most popular is bank
transfer, which is used for 34 % of online payments. Germans use e-wallets in
29 % of online payments, a range of local and minor payment methods in a further
19 % and cash in just 4 % [26].

Germans use debit cards and credit cards, the standard payment method in
markets such as the US, in just 14 % of online transactions. In the card market,
Visa has a 13 % share, MasterCard 11 %, and American Express 1 % but other,
local schemes hold a massive 75 % share [26].

The issue of e-commerce development in the EU and especially involvement
of small and medium business in this sphere remains one of the key priorities of
European policy at the modern stage. Its development has started from the time
of “Electronic Europe” project launch in December 1999. The purpose of this
program was the e-commerce development, which primarily consisted in

providing buyers and sellers with appropriate guarantees for participating in it,
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increasing user confidence, and providing appropriate technical solutions [22].

The e-commerce development is also a central element of the EU Digital
Single Market strategy, which is aimed at strengthening this sector in the world
economic space. The Digital Single Market strategy consists of a range of
initiatives, focused on e-commerce and digital economy promotion by
harmonization of national laws and development of single technical standards for
facilitating of interaction. The joint efforts of European countries in the sphere of
supporting the development and regulation of the market partly explains the rapid
growth of e-commerce.

Despite the progress reached due to the effective cooperation between the
EU countries in the sphere of single digital market harmonization, European
enterprises continue to face obstacles to growth, especially beyond their national
borders. One of the biggest challenges for online sellers remains the lack of a level
playing field both within the EU and globally, as players based outside of Europe
have the ability to exert serious pressure on the European single market. As a
result, e-commerce businesses need the support to grow in a more competitive
global market. It is also necessary to harmonize the main laws and standards so
that European companies can rely on a single set of rules when conducting cross-
border operations. Another important thing is that the rules created at the
European level were enforceable in relation to companies from non-EU countries

that operate on the EU market.

Questions for self-control:

1. What are the main advantages of e-commerce?
2. What are the characteristic features of e-commerce development in the
partner-countries?

3. What are the main problems of e-commerce?
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2.6. Digitalization policy by countries

Germany. At the beginning of the XXI century Germany has started an
active process of information society creation: the country quickly realized the
potential of communication technologies and systematically supported their
development. The state program “Internet fuer alle” can be an example. This
program is aimed at people with disabilities, children and adolescents or people
with special social difficulties. The state program is aimed at helping people with
special needs in order to give them the opportunity to fully use the Internet
independently.

Germany belongs to the countries in which digitization has been actively
popularized in everyday life. The formation of the digitalization policy have
started in 2010 after the IKT-Strategie der Bundesregierung “Deutschland Digital
2015 publication [29]. The main purpose of digitalization of economy and
society is digital transformation.

“Deutschland Digital 2015”, developed by the Federal Ministry of economy
and energetics, have proposed the new purpose — transfer to “gigabyte society”
emphasizing creation of a network infrastructure.

In January 2022 in Germany there were 78,02 million Internet users. The
level of Internet penetration in Germany accounted up to 93 % of the general
population number at the beginning of 2022 [8].

In 2019 the government presented GAIA-X program [25]. This program is
focused on representatives of business, science, and policy. The purpose of the
program is to create data infrastructure of a new generation: open, transparent,
and safe digital ecosystem, where data and services can be accessible,
comparable, and shareable in the environment of trust.

In addition to the GAIA-X integrated data infrastructure, the following
programs were adopted by the German government:

— Umweltpolitische = Digital agenda — ecological agenda on
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digitalization [12];

— Bundesregierung verabschiedet Blockchain-Strategie — the strategy on
development and implementation of blockchain technology [3];

— Digitale Wirtschaft und Gesellschaft — digital strategy of Ministry of
Education and Science [13].

All programs are aimed at improving the quality of digitization processes
and the availability of the benefits of the digital economy for all citizens. It is
important to mention the separate education program. The government sets a goal
to ensure digital transformation in five key elements of the education sector: to
strengthen digital education and professional training, to generate knowledge and
innovation, to ensure technological sovereignty and scientific leadership, to
increase security and trust, and to create conditions to live and work better and
more sustainably.

In addition to the mentioned government projects, there is a range of other
initiatives in Germany regarding economy digitalization. In particular, such
initiatives are aimed at the development of the artificial intelligence systems, 5G
connection implementation, cybersecurity strategy development.

Business, academic society, trade unions and politicians have joined their
forces on the “Plattform Industrie 4.0” [38] platform to promote digital
transformation of production in Germany. The platform participants are working
to strengthen Germany’s competitiveness. For them, digitalization is a process of
society as a whole, which can only be successful in dialogue.

The “Industrie 4.0” platform promotes the development of Industry 4.0 in
Germany by:

— development of pre-competitive concepts and solutions and their
implementation in practice;

— supporting companies with recommendations on actions, information and
cases for practical application (e.g., on the Industrie 4.0 map with more than

350 use cases and participation in the SME Transfer Network);
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— introduction of own ideas into the international discourse of Industrie 4.0
and participation in international standardization processes (through more than
ten international collaborations) [38].

Slovenia. Republic of Slovenia develops its system of economy
digitalization according to the Strategy for the digital transformation of the
economy for 2021-2030 within the framework of the Recovery and Resilience
Plan. The existing strategy is formed according to the processes of digitalization,
informatization, and single digital market of the EU. Stimulation of the
development of technologies such as artificial intelligence, the Internet of Things,
and big data processing is expected. Implementation of this strategy will not only
contribute to sustainable economic growth and competitiveness but will also
enable the country to enter the top five countries in the Digital Economy and
Society Index (DESI).

The Strategy for the digital transformation of the economy is one of the three
key strategies of the state. A synergistic effect is expected from the interaction of
the Strategy for the digital transformation of the economy, RISS — Research and
Innovation Strategy of Slovenia and SIP — Slovenian Industrial Policy. The main
expected result is a formation of an innovative society, based on knowledge. These
strategies are united within the S4 framework — the Strategy of smart
specialization, which is a platform for targeted investments in priority spheres.

The Strategy for the digital transformation of the economy implementation
should provide solving of the following tasks:

a) implementation of advanced digital technologies, which are direct drivers
of digital transformation;

b) building an effective ecosystem of a competitive economy;

c¢) development of an open and sustainable society as a basis for the growth
of the digital economy.

In order to support business Digital Innovation Hub (DIH) [47] is operating

in Slovenia. The Hub functioning is aimed at providing support for companies in
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their digital transformation, especially for micro, small and medium enterprises,
and governmental sector. The European Commission data shows that there are ten
digital innovative centers in Slovenia. DIH in Slovenia was created as a response
for diverse needs and opportunities and that is because is aimed at those sectors
where the requirements of the external environment were the highest.

To operate effectively DIH has created a network of strategic partners, which
include those from the specialization platform S4 Smart Factory Cluster, ICT
Horizontal Network (SRIP PMiS), industry representatives (members of the smart
factories, TECOS), academic institutions (University of Ljubljana, University of
Maribor) as universities are the largest Slovenia’s research organizations, support
environment for SMEs (Association for Informatics and Telecommunications,
Chamber of Commerce and Industry of Slovenia), Technology Park Ljubljana
(connecting SMEs and several research institutes for innovation), Smart Factory
Cluster, Wood Cluster, IIBA Slovenia and others.

In addition to that since 2021 Slovenian Digital Center has operated to
implement and develop advanced technologies. Slovenian Digital Center is a
central economic event of Slovenia’s presidency of the Council of the EU.
Slovenian Digital Center allows business to present innovative and technically
advanced solutions, products and / or services. Some of the spheres presented in
the Slovenian Digital Center include the following: digitalization, Al, Society 5.0,
robotics, cybersecurity, innovative technologies, advanced mobile services,
energetics solutions, smart cities and communities, sustainable development, etc.

Lithuania. The development of the digital economy system in Lithuania is
implemented according to “Lithuanian Industry Digitisation Roadmap 2019—
2030” [30]. In the Roadmap the initiatives that will allow to implement the most
modern technologies have been developed. The digital economy transformation
is designed to make local production more effective and competitive. It is assumed
that the Industry Digitization Roadmap will work in sync with the adopted Smart

Specialization Strategy, as well as the Science, Technology, and Innovation
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Strategy.

Lithuania has created The State Information Resources Interoperability
Platform [17]. This platform allows individuals and enterprises to get access to all
available state and administrative e-services: “Birth of a child”, “Losing and
finding a job”, “Starting a business”, “Taxes”, etc. The e-signature system is used
for identification. Everyone benefits from the check of the signed with e-signature
document (ADOC), as well as from the creation and signing of e-documents.

In general, the digital economy development policy of Lithuania is highly
integrated in the system of the EU digital economy. Lithuania is an active
participant of all EU programs in economy digitalization, in particular in the
sphere of digital skills popularization among the population. The analysis of the
state services market in 2019 shows that the Smart-ID application which is used
for identification and signing state documents has become the most popular tool
for signing documents. In 2019, Smart-ID occupied 56 % of the market among
electronic signature qualification certificates. At the same time, the 2019-2030
Strategy provides for an increase in the share of users of state digital services.

Business is an active participant of economy digitalization. Several projects
are launched in Lithuania for state and business interaction within state digital
services providing. Digital industry also has opportunities to receive various
grants and subsidies from both the state and the EU. “Digital-Lithuania. A Hub
for Innovation” [11] is one of the examples. “Digital-Lithuania” exists as a cluster
of Lithuanian IT-companies. Different IT-companies are the participants of the
cluster, which work jointly on the popularization of the ICT sector of Lithuania.
At the same time one of the cluster tasks is to provide support and assistance in
formation of digital government and digital business for Lithuanian and
international companies.

Universities and R&D centers are actively involved to the implementation
of state and business initiatives in the sphere of digital economy development.

The existing system of economy digitalization has allowed Lithuania to
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reach progress in the transformation of the country and transition to the post-
industrial level. At the same time, some spheres (access to connection, Internet
services use) still are below the EU average level. The development strategy has
an ambitious goal — Lithuania’s achievement of 7th place according to the DESI
index in 2030 already.

Ukraine. In 2016 Ukraine adopted “Digital Agenda of Ukraine” [5] until
2020. It outlined the conceptual foundations of digital development, proposed
development initiatives, and defined key goals to be implemented by 2020. Thus,
it was expected to improve Ukraine’s positions in three ratings based on global
development indices, in the Networked Readiness Index rating, the Global
Innovation Index rating, and the Global Competitiveness Index rating. However,
despite the beginning of the transformation of economic sectors, the digitization
of public services, and an increase in the level of access to the Internet, the
changes were not enough for real qualitative growth of the country’s
digitalization. In 2020, the Ukrainian Institute for the Future developed a strategy
for the development of the digital economy “Ukraine — 2030E”. The strategy
foresees several development scenarios and defines an algorithm of actions to
achieve the set goals. Key KPI until 2030 are:

— 65,0 % — the share of the digital economy in Ukraine’s GDP in 2030;

— 99,9 % of Ukrainian households have broadband Internet access;

—100,0 % — 4G—-5G coverage of the territory of Ukraine;

— 99,0 % of all highways and railways and 95 % of rural areas are covered
by mobile Internet technologies;

— 99,9 % of citizens have digital identification (citizen-card, Mobile ID) and
technical capabilities to use trust services, etc. [45].

It should be mentioned that Ukraine in 2020 on the national level has
launched the project “Diya City” to create favorable conditions for innovative and
technological business development. The project involves such spheres as

AgroTech, Fintech ta Blockchain, Al and cloud computing technologies, medical
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neural networks and biotechnologies, [oT, Publishing and marketplaces, aviation
and space technologies, drones, advertising, marketing and promotion, animation,
graphics and audio, cybersports and business process outsourcing [ 14].

“Diya” [7] project is another step in technical evolution, which allows a
person to receive any document with a single click using a smartphone or laptop,
where a person has a personal electronic signature. “Digital State” (another name
of the project) is part of the development of the country e-governance. All services
provided by various government bodies should become available to citizens
online. Information about a person, his / her health, level of income, place of
residence, skills, etc. are combined into big data, part of which remains open, and
the rest is securely stored and limited by access rights. The well-protected
platform is located in a proven data center and meets global standards for
protection against cyber threats, so a person can be sure of the safety of personal
data. In this way, Ukrainians join the global information community.

Government plans to implement four levels of e-services:

1) information about the state;

2) communication with the state;

3) transactions with the state;

4) involvement in state administration.

Among the already implemented e-services in Ukraine, a number of quite
useful services can be noted that have made life easier for citizens and businesses.
Already now, Ukrainians have the opportunity to register a business online, get
certificates and extracts from registers, apply for childbirth assistance, etc.
Currently, there are a number of solutions that facilitate the process of conducting
business.

One of the most wide-spread and popular applications is mobile application
“Diya” [49], which is a part of the “State in smartphone” project of the Ministry
of Digital Transformation of Ukraine. “Diya” is needed to provide Ukrainians an

opportunity to receive state services in the online mode instead of waiting for
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hours in the queues to the cabinets. We are talking about obtaining certificates,
extracts and data from various state agencies and registers, submitting packages
of documents for the initiation of various processes: starting or closing a business,
applying for unemployment payments, etc. The task of “Diya” is to make the
process of providing these services fast, transparent and save people from
unnecessary bureaucracy.

Digitization of data reduces the workload of call centers and local
administrations, which allows to reduce the costs of their maintenance. But the
challenge on the way to the successful implementation of the project is insufficient
Internet coverage and computer literacy. Only 5 % of people use online services.
And among the age group of 60+ people, only 30 % use the Internet. However,
this is not an obstacle for developers, they have already created educational
courses. Elderly people in the villages, understanding the advantages of
smartphones and the Internet, quickly learned to use them [7]. Life is impossible
without progress, whether we like it or not.

According to the developers’ opinion, “Digital State” must become a service
which will allow to get services quickly and to do job honestly. Therefore, the
Ukrainian government launched the “Digital State” project, which will eventually
unite all departments into a single convenient and effective online system.

By 2024 the Ukrainian government aims to transfer 100 % of all public
services to online mode, reducing by three times the number of interactions
between citizens and businesses with the government and achieving a zero level of
corruption in this sphere.

So, in today’s world, the information sphere plays a big role. As a result, the
adaptation of state processes to modern society becomes extremely important for
the implementation of effective state policy. “State in smartphone” is not a fairy
tale from the distant future and not another empty promise, the project is already
on the way to its implementation.

Tajikistan. Tajikistan as a full subject of the world’s economy is involved in
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formation of information economy segments, particularly digital economy.

Tajikistan government has been working on transition to e-governance
(information state) for more than 15 years. During this time conceptual and
program documents on economy digitalization in the country have been adopted.
Such documents first of all include Concept of formation of electronic
government in the Republic of Tajikistan (2012-2020) and Decree of the
President of the Republic of Tajikistan “On the state strategy of information and
communication technology for the development of the Republic of Tajikistan”.

In the UN E-Government Development Index Tajikistan is positioned on the
129th place [46]. The E-Government Development Index of the UN is one of the
key indicators of the information society development level.

Tajikistan gradually works on the formation of electronic databases. Such
databases should become basis for implementing electronic customs, digital
documents for business and population. As an example of electronic digital
systems formation Tajikistan uses experience of high-developed countries which
have reached results in the sphere of e-governance: South Korea, Japan, Germany,
Lithuania.

Implementation of plans on country’s digital economy transformation
requires adaptation of legislation to new needs. It is also important to ensure the
development of communications, to create universal access to fiber optic
infrastructure. That’s why the issue of IT-sphere development must be under
special control of government.

Telecommunications sector in Tajikistan is continuously improving, but the
access to high-speed internet is still limited and expensive if to compare with other
countries. In Tajikistan 40,1 % [9] of people use Internet on any devices. Kepios
[32] analysis reflects that the quantity of internet users in Tajikistan has increased
by 605 ths (18,1 %) between 2021 and 2022. Permanent access to internet in
Tajikistan remains to be limited by large city regions, where residents pay one of

the highest in the world price for internet services. The cost of the basic
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subscription package is equivalent to 16 % of the average monthly income.

Due to the poorly developed access to the Internet and high prices only 60 %
of the companies in Tajikistan use email for communication with their clients and
less than 50 % of the companies have their own websites. Tajikistan needs more
investments and government support to use fully the potential of digital
technologies and the Internet for increasing business productivity and economy
competitiveness as a whole.

Opportunities for e-commerce development in Tajikistan grow from year to
year. Its development will allow national producers to discover new markets and
to find new clients. Digital Tajikistan can become an important source of
innovations, growth and employment in the region if the country will invest more
in people’s skills, entrepreneurial environment and will continue to enhance
digital infrastructure.

Thus, the digitization of the economy is one of the important and complex
civilizational challenges. The prospects for functioning and development, the
country’s competitiveness depend significantly on the effectiveness of its
solution. Each of the studied partner countries has its own characteristics, its
achievements, and obstacles, which provides an opportunity to determine the
optimal ways of achieving results in the field of digitalization using the experience

of other countries.

Questions for self-control:

1. What are the main tendencies of digitalization in the partner-countries?
2. What methods can be useful in the development of the digital economy?
3. What country is the most “digitalized” in your opinion? Why do you

think so?
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3.1. European digital single market model: concepts, principles, and

components

Nowadays, digital technology is an integral part of human life. The Internet,
big data, e-commerce, artificial intelligence transform modern economies in the
direction of innovative development and economic progress. European economy
and society are characterized by a high level of digital transformation, although

in general the region ranks second in the world, behind the United States.
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Switzerland, Sweden, Denmark, the Netherlands and Finland are the leaders in
the level of digitalization on the European continent. According to the Digital
Competitiveness Index in 2021, high positions in the top ten countries were
occupied by Sweden (3™ position), Denmark (4), Switzerland (6), the
Netherlands (7), Norway (9). According to the Global Connectivity Index (2020),
again, the most rated are Switzerland (3rd place after the United States and
Singapore), Sweden (4), Denmark (5), Finland (6), the Netherlands (7), the United
Kingdom (8), and Norway (10).

Each European country has a national digitalization strategy, which involves
the deep penetration of digital processes into all socio-economic processes and
includes the development of “smart cities”, improving e-government and e-
medicine, as well as social services, enhancing digital literacy of Europeans,
harmonization “Green transition”, etc. [1, p. 39]. At the same time, for more than
a decade, the European Commission, as the EU’s governing body, has been
working to develop and implement a joint digital development strategy for the
member states of the regional union, which aims to create an integrated digital
single market. The EU’s digitalization strategy aims to maximize the benefits of
this process for people and businesses, ensure the digital sovereignty of countries,
create a basis for systematic and sustainable economic growth of economies based
on artificial intelligence, big data, innovative technologies and more. Until
recently, both individuals and businesses in the EU were affected by a number of
barriers to online tools and services usage: consumers had limited access to certain
goods and services, businesses could not take full advantage of digitalization in
business interaction, the regulation of this process was stopped by the
government [2]. That is why the formation of the digital single market aims to
open new opportunities by eliminating key differences between online and offline
worlds, removing barriers to online cross-border activities.

According to one interpretation, the EU’s digital single market is a policy

document of the European Single Market, which includes such components as e-
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commerce, digital marketing, electronic communications system [3]. According
to another approach, the interpretation of the EU digital single market is much
broader and considers this concept as a holistic economic concept of creating an
open market environment where buying and selling goods and services, business
communication and interaction are carried out using digital tools. The central
category of this concept is information, as the typical online consumer is nothing
more than a set of data used by various economic entities (government,
enterprises) to improve their own efficiency. At the same time, the digital single
market as a platform for business cooperation is based on such principles as:

— economic freedom;

— fair competition;

— high level of consumer protection;

— maintaining the personal data confidentiality.

Digital single market is one of the EU’s greatest achievements. This program
destroys the borders between countries, allowing free access to goods, services,
capital [4, p. 50]. This, in turn, promotes economic growth and increases
economic efficiency, improves the standard and quality of an average European’s
life. The construction of the EU digital single market model was carried out in
stages:

1. In 2010 enaction of the socio-economic development strategy of Europe
untill 2020 “Europe 20207, which provided for the implementation of several
major initiatives, including the “Digital Agenda for Europe”. It already contained
the foundations for the formation of a digital single market, ensuring the
compatibility of IT equipment and programs, strengthening the security of
Internet users, increasing digital literacy, introduction of high-speed Internet,
conducting joint research in IT and innovation [5, p. 183—184].

2. In 2015 approval and start of the EU Digital Single Market Strategy
implementation under the leadership of the President of the European

Commission Jean-Claude Juncker. A package of legislative initiatives was
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formed, aimed at building of the digital economy capacity, scaling up digital
communication, and facilitating access to the Internet.

3. In 2019 enaction of an expanded strategy for the development of the
digital single market (until 2024) under the leadership of the new European
Commission President Ursula von der Leyen. The priorities of this stage were the
development of artificial intelligence systems, improvement of innovative
technologies, environmental protection, deepening the level of digital integration
of EU countries.

According to the plan of European countries digitalization [6], the creation
of a digital single market involves achieving the following main goals:

—expansion of network and information communication, as well as
cooperation between countries;

— creation of a single European digital zone and strengthening of the EU’s
digital sovereignty, which provides for a common and “smart” policy in the field
of innovation, research, technology and big data;

— harmonization of institutional and legal bases for the creation of an
integrated secure Internet environment and strengthening cyber resilience;

—increasing the level of computing power of digital technologies and
equipment;

— development of a single European database (integrated cloud service);

— transforming the EU into a global center of digital added value;

— encouraging the wider use of artificial intelligence based on innovative
(limited) regulation;

— further development and deepening of the new technologies usage in the
economy and society.

The digital single market model is one of the European Commission’s
political priorities and covers three component “pillars”:

1. “Access”: increases the reach of the goods and services market for

consumers and businesses by expanding cross-border e-commerce, breaking
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down geographical borders and facilitating access to online content while
strengthening consumer protection.

2. “Environment”: provides for the creation of appropriate conditions for the
digital platforms expansion, intensification of online trade in services (e-
education, e-medicine, e-government), development of high-speed, secure and
reliable digital infrastructure while strengthening cybersecurity, confidentiality
and protection personal data, the fight against Internet fraud and abuse, etc.

3. “Economics and Society”: maximizes the benefits of digital change to
ensure macroeconomic growth, strengthen the competitiveness of countries in the
international arena, the formation of the data economy, business intensification,
increasement of the employment level, ensuring human development and social
progress.

Each of these “pillars” of the EU digital single market model includes a wide
range of goals and directions (Table 3.1).

Table 3.1 — EU digital single market model

goods and services;

No 1‘\;[)3(11;;5,5 Directions of implementation Goals and future achievements
1 2 3 4
1. Access — openness of online markets for | — simplification  of  product

distribution and cross-border

— development of | movement of goods;
telecommunications; —reduction of administrative
— scaling of e-commerce; burden on business;

— introduction of the “One Stop | — expanding access to
Shop” service; information;

— cessation of
geoblocking;

— regulation of e-commerce;
—efficiency and availability of
goods delivery system;

—start of the antitrust e-
commerce competition;

— modernization of the copyright
system;

—reassessment of the Satellite
and Cable Directives

unjustified

— prosperity  of  cross-border
economic cooperation;
—ensuring the transparency of
electronic business agreements
and communications;

— improvement of pricing policy,
optimization of sales processes;
—development of a fair and
competitive consumer market;
—reduction of violations in the
field of creativity and culture,
restriction of plagiarism;
—improving access to cross-
border distribution of TV and
radio programs
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Continuation of Table 3.1

1 2 3 4

2. | Environment | —development of the European | — deepening the integration of the
Code of Electronic | average European into digital
Communications; systems;
— development of 5th generation | — increasing the intensity and
wireless technologies; speed of Internet connection;
—restructuring of audiovisual | — expanding borders and
media; penetrating European media;
— expansion of digital platforms | —increasing the level of

transparency of online

communications, reducing the
illegal Internet content

3. Economics | — address barriers in the European | — increasing confidence in the
and society | data economy; network economy and the data

—improving the standards and | economy;

compatibility of digital | — ensuring the free movement of

interaction; non-personal data;

— creation of a digital society — minimization of legal
uncertainties of the data
economy;

— high standards and

compatibility of digital markets
in the field of education,
medicine, and transport;

— bridging the digital division
and the problem of digital
inclusion

Source: complied by the author.

Some positive changes are already visible today. For example, in the last 2—
3 years, the share of mobile users in Europe has grown to 97-98 %, more than
80 % of the population has access to the Internet, and the same proportion of users
make purchases online. In 2021, almost 88 % of the corporate sector and 78 % of
EU households are actively using digital technologies [7, p. 13]. If we talk about
the business sphere, then medium and large corporations are more “digitalized”,
among micro and small businesses the share of “figures” users is 40—
45 % [8, p. 11].

At the same time, the implementation of the digital single market strategy is
complicated by the need for significant investment. In particular, in the medium
term, up to 50 billion € needs to be raised for the digitalization of industry alone,

including 37 billion € for the development of digital innovation; 5,5 billion € for
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national and regional investments in digital innovation hubs; 6,3 billion € to
launch production of next-generation electronic components; 6,7 billion € for the
implementation of the European initiative on cloud technologies [5, p. 187]. On
the other hand, the full implementation of the EU’s digital single market strategy,
according to the European Commission, will ensure an annual GDP growth of
415 billion € and will create a number of new job places [3]. First of all,
digitalization will lead to a number of positive structural and dynamic changes in
high-tech areas.

In view of this, today the further implementation of the digital single market
strategy can be seen as an important determinant of strengthening the
competitiveness of the European Union in the geopolitical space, development of
various spheres of both traditional and neoeconomics, intensification of
international trade and economic cooperation, improving the standard and quality

of life of the European population.

Questions for self-control:

1. Define the concept of a digital single market.

2. Indicate the principles which the EU digital single market is based on.
3. Identify the stages of building a digital single market in the EU.

4. Justify the main objectives of building a model of the digital single
market, based on the European market.

5. What elements does the EU digital single market model include?

6. What does such an element of the digital single market model as
“Access” provide?

7. Describe the block “Environment” by areas of implementation, goals
and future achievements.

8. Explain the features of the EU digital single market model element

“Economy and Society”.
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3.2. E-commerce in the EU digital single market system

One of the main trends in the development of information and network
economy is e-commerce. In the narrow sense, these are any trade or financial
transactions that are conducted through the Internet. However, in a broad sense,
this concept should be understood not only online buying/selling, but also a
number of other business transactions, including marketing and advertising
(digital marketing), information exchange, business negotiations, internal
management of companies and more. Today, e-commerce creates a number of
benefits for both manufacturers and consumers (Table 3.2).

Table 3.2 — Advantages of e-commerce for market participants

No. Manufacturer/seller Consumer/buyer
Reduction of transaction costs due to | Expanding consumer choice: facilitating
1. | remote interaction and delivery of | access to diversified product and service

products [9, p. 77]. markets.

2. | Improving productivity and efficiency. Reducing the cost of buying and selling.

3 Leveling borders and the possibility of | Open access to information about prices,
" | entering new markets. reviews, product characteristics.

4 Ensuring gender equality in | Convenience and comfort of the operation
" | entrepreneurship. of purchasing and receiving products.

5 Facilitating the management of production | Openness of interaction with the
" | processes [9, p. 78]. manufacturer / seller.

Ability to avoid trade intermediation and | Transparency of the purchase / sale
6. | establish direct contacts with the | transaction.

consumer.
Favorable competitive conditions and | Possibility of confidentiality of purchase.
convenience of marketing research [10]
Source: complied by the author.

At the same time, it is worth pointing out certain shortcomings of e-
commerce for both manufacturers and consumers. In particular, entering
international markets creates more risks for the buyer of losing competitiveness,
significant costs of ensuring proper IT infrastructure, increasing the likelihood of
infringement of intellectual property rights, uncertainty and complexity of
financial reporting and more. As for the buyer, the negative aspects of e-commerce
are the high probability of fraud, the risk of obtaining substandard products, the
possibility of losing the confidentiality of personal data, the difficulty of returning
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or exchanging products and more. However, today almost all developed countries
are trying to actively integrate into the online business world and expand e-
commerce. Today, the European Union is the leader in the level of e-commerce
development.

The implementation of the EU’s digital single market strategy involves the
creation of a consolidated e-commerce environment. The main objectives of this
initiative are:

— facilitating access of all participants in market relations to online business
communication, online buying/selling processes of goods and services;

— intensification and scaling up of virtual trade activities both within the EU
and abroad, including the promotion of further integration of the region into the
global electronic business system;

— simplification and reduction of the cost of the e-commerce process, in
particular with regard to the procedure of cross-border supply of products,
payment of VAT for online sales;

— cessation of unjustified geoblocking;

— facilitating access to audiovisual services;

— updating legislation and strengthening the protection of the rights of online
consumers;

— improving the system of legal regulation of e-commerce, in particular, the
adoption of the law on digital services.

Over the last decade, EU countries have tried to create favorable conditions
for the development of e-commerce (non-discrimination, technological neutrality,
the right to sign virtual agreements, electronic functional equivalents). At the
same time, one of the main problems today is the lack of trust of both individuals
and businesses in this area. The solution to this aspect is facilitated by the
continuous improvement of the system of state and supranational regulation of
online trade on the basis of international norms and the development of purely

European standards. The EU’s e-commerce guide is guided by the UNCITRAL
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Model Law on Electronic Commerce, the UNCITRAL Model Law on Electronic
Signatures, and various European directives, including e-commerce, electronic
signature, consumer protection, personal data protection, payment services, e-
invoicing, etc.

For example, the e-Commerce Directive (Directive 2000/31/EU of the
European Parliament and of the Council dated June 8, 2000 on certain legal
aspects of information services, including e-commerce, in the internal market)
regulates a number of basic aspects, including: freedom and non-discrimination
in the provision of information services, protection of data exchange and
prevention of the spread of “garbage” information, the correctness of electronic
contracts, liability for Internet fraud, dispute resolution, etc. [11, p. 20]. An act of
e-commerce is the sale of goods or the provision of services or other interference
in the circulation of goods for profit. The operation is carried out not only with
the participation of the seller or buyer, but also other parties, including
government agencies, NGOs, transport and logistics companies, post offices,
banks, marketing and advertising agencies, IT companies, outsourcing
companies. In general, the main subjects of directive regulation of e-commerce
are the consumer and the seller, and the objects — the product itself, commercial
transactions, payment and transport transactions (Table 3.3).

Table 3.3 — The E-commerce components

No. Components Definition in terms of e-commerce
Tangible/intangible good or service that the consumer orders from
the merchant.

This is, whether we are talking about a natural or legal person, a
person behind the screen of a computer, tablet or phone who
checks the existence of the desired product or service on the
merchant’s website and places the order to the merchant.

This is, whether we are talking about an individual or a legal
entity, a person or a group of people behind a computer screen,
who manage the internal systems of the trader in order to deliver
the good or service to the consumer.

These are the systems used by the consumer to pay the merchant
the value of the good or service purchased.

Service performed by the delivery service provider, which ensures
the transport and delivery of goods purchased by consumers.

1. | Product/service

2. | Consumer

3. | Merchant

4. | Payment systems

5. | Delivery
Source: [12].
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One way to increase consumer confidence in online commerce and reduce
potential risks is to enter into appropriate legal agreements. European law
distinguishes between two types of such agreements: electronic agreement and
remote contract. An electronic agreement is defined as an agreement to buy/sell
online or provide online services through a website or other electronic means [12].
A distance contract is a broader concept and includes, in addition to an electronic
contract, agreements concluded by means of distance communication.

To make an agreement in a proper way market participants should provide
relevant information, namely: the full name and location of the seller’s party;
contacts; license information (if any); terms of operation (cost of goods and
delivery, volume/quantity, terms of delivery, etc.) [13]. In addition, the electronic
agreement must be supported by an electronic signature. The EU Directive on
Electronic Signatures (Regulation 910/2014 of the European Parliament and of
the Council from July 23, 2014 on electronic identification and authentication
services for electronic transactions in the internal market) sets out the procedure
for verifying the authenticity of concluded agreements. In particular, the EU has
such types of signatures as electronic, advanced electronic and qualified
electronic. And at the same time, only the latter has the same legal force as the
handwritten signature [11, p. 20].

As mentioned above, one of the restraining factors in the development of e-
commerce in the EU is the lack of public confidence. And this is not surprising,
because today 50—60 % of European sites to a greater or lesser extent violate
consumer rights. Major violations include false discounts, the difference between
the bid and the final price, the lack of proper information on additional fees for
delivery, payment, booking, lack of reference to the online dispute resolution
platform (ODR), which is mandatory according to the EU law. In order to increase
public confidence in e-commerce, the EU leadership is improving consumer
protection mechanisms by improving information provision, consultation,

consumer advocacy, cooperation between authorities and organizations
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responsible for consumer law enforcement, information, education and conflict
resolution related to consumer complaints, systemic market surveillance, policy
regulation of purchase/sale transactions. In particular, in the field of consumer
protection, European legislation includes directives on consumer protection when
concluding contracts outside retail premises and offices, on unfair terms in
contracts with consumers, on consumer protection in distance contracts, on
consumer protection when establishing prices for goods offered to consumers (for
setting prices), on some aspects of the sale of consumer goods and related
guarantees.

European rules make it easier for member states to protect consumers online.
For example, these policies allow you to delete sites or social media accounts
where fraud has been detected; allow you to request information from Internet
service providers or banks to track the identity of fraudulent online traders;
determine the concept of the promotional price or sale and the procedure for its
application (notification one month before the sale at the promotional price,
limitation of the sale period from one day to one month); oblige Internet markets
to inform consumers about their legal status (legal entity or sole proprietor);
disclose the terms of concluding, terminating commercial contracts and resolving
disputes, payment for purchase, return or exchange. From a legal point of view,
the same goods are sold and bought online as through traditional channels (except
for digital products), and therefore all aspects of such transactions fall under the
relevant national and supranational consumer legislation.

The EU countries are cooperating to promote e-commerce in the following
areas:

1. Simplification of the VAT payment system: currently cross-border sellers
who fall into the category of payers have to pay VAT in the country of residence
of the buyer, and they are obliged to register their company for VAT payment
either in the customer’s country or in the system “single window”.

2. Cheaper cross-border delivery of orders: in the EU countries, prices for
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delivery of products abroad are on average 3-5 times higher than prices for
delivery within the country. In order to solve this problem, restrictions on delivery
prices have been lifted, but companies must clearly indicate the price of the
product so that the consumer can compare its full cost (with delivery). Consumers
can find prices for parcel delivery on a special website on the European
Commission’s website [14]. At the same time, in the EU there are special bodies
to monitor the cost of delivery of certain companies.

3. Unification of legislation on digital services: aimed at adopting a single
Law on Digital Services, which will increase the security of digital space, provide
equal access for business, more effectively protect consumers on the Internet,
create a strong system of transparency and accountability for online platforms,
will stimulate innovation and the expansion of the single market.

As in other regions of the world, in the European countries, e-commerce is
implemented by various business models, namely: Business to Customer,
Business to Business, Customer to Customer, Customer to Business, Business to
Administration, Customer to Administration (Table 3.4).

Table 3.4 — Models of e-commerce implementation

No. Model type Main features Examples
1 2 3 4
— transactions between a business and a
Busi consumer;
usiness to —selling the products by the use of online Etsy, IKEA,
1. Customer )
(B2C) marketplaces and §tores, ‘ Carrefour
—two types: direct sellers and online-
intermediaries

—sales between businesses, such as a
manufacturer and a wholesaler or retailer;

. ! BigCommerce
. —1is not consumer-facing and happens only .
Business to . . Enterprise,
2. . between business entities; .
Business (B2B) . Shopify,
— focus on raw materials or products that are OroCommerce
repackaged or combined before being sold to
customers
— customers sell goods or services to each other
Customer to | by means of some sites;
3. Customer — allow customers to trade, buy, and sell items | Ebay, Olx, Zibbet
(C20) in exchange for a small commission paid to the
site
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Continuation of Table 3.4

1 2 3 4
—consumers sell goods or services to
. 8 Google AdSense,
Customer to | businesses;
4. . ) ’ : , Shutterstock,
Business (C2B) | — business pays for the right to use customers U
pwork
products
Business to — a business provides an online service for the Accela,
5. | Administration | government, generally through a website OpenGov,
(B2A) TurboTax
—a consumer is providing something for the | Electronic taxes,
Customer to . .
.. . government distance learning,
6. | Administration e-health. online
(C2A) ’
surveys

Source: complied by the author.

Over the last few years, the development of e-commerce in Europe has

undergone significant dynamic changes, which has contributed to the introduction

of a common digital policy. The COVID pandemic also had a positive impact on

this area. For example, in the United States, the share of e-commerce in total trade

in the “pre-COVID” period was 11 %, at the peak of the pandemic — 22 %, and

today — 17 %; in the UK, the figure was 22 %, 31 % and 24 % respectively; in
Germany — 9 %, 14% and 10%, in France — 9 %, 18 % and 11 % [15].

The most positive changes are observed in the EU countries. In particular, as

of 2020, the largest share in the structure of European e-turnover fell on Western

Europe, this region shows leadership in other indicators (Table 3.5).

Table 3.5 — The share of e-commerce in the economy of the European region

(data from 2020), %

The percent of | The percent of The percent of | The percent of
. . . . Internet users e-shoppers to
Region e-commerce in | online GDP in
to the the number of
trade general GDP .
population e-users

Western Europe 64,0 5,2 95,0 86,0
Northern Europe 6,0 3,5 96,0 82,0
Central Europe 8,0 3,0 88,0 75,0
Southern Europe 16,0 3,7 85,0 60,0
Eastern Europe 6,0 2,5 77,0 41,0

Source: complied by the author based on [16].

The growth rates of e-commerce in the B2C segment were dominated by EU

countries, namely Greece (77 %), Switzerland (37 %), Sweden (36 %), Hungary
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(35 %), Poland (34 %). In terms of the share of online GDP, in terms of countries,

the highest rates were shown by the United Kingdom (9,9 %), Denmark (7,3 %),
Estonia (6,8 %), Greece (6,6 %), the Czech Republic (5,7 %), Spain (5,6 %).

Among some European countries, the share of online shoppers to the total number

of Internet users in 2020 was led by the United Kingdom (92 %), the Netherlands
(91 %), Denmark and Switzerland (90 % each), Germany and Norway (87 %

each) [16]. At the same time, it is mainly dominated by users who make online

purchases 1-2 times a month (Table 3.6).

Table 3.6 — Frequency of e-purchases in the EU and the UK
for three months in 2020, %

Country 1-2 times 3-5 times 6 times
and more
Austria 15 23 23
Belgium 28 24 8
Bulgaria 13 7 2
Greece 19 15 15
Dania 22 27 26
Estonia 19 22 22
Ireland 18 17 26
Spain 24 17 16
Italy 16 11 6
Cyprus 7 13 14
Latvia 21 13 9
Lithuania 20 18 11
Luxembourg 19 24 27
Malta 15 21 27
Netherlands 25 28 29
Germany 19 28 32
Poland 18 21 16
Portugal 14 16 14
Romania 14 10 2
Slovakia 22 18 12
Slovenia 30 18 11
Hungary 25 19 13
Finland 20 25 16
France 18 25 22
Croatia 14 19 19
Czech Republic 20 26 20
Sweden 20 29 25
UK 13 25 47

Source: [16].
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Generally, in the EU the frequency of online purchases 1-2 times was 20 %,
3-5 times — 21 %, 6 or more times — 18 %. Regarding the geographical structure
of online shopping, in the EU 90 % were purchases in national online stores,
30 % — in stores in other EU countries, 21 % — on the websites of sellers from
other countries (outside the EU). Analysis of the product structure of online
shopping shows that, mainly, Internet users in the EU for three months of
2020 ordered clothing (63 %), film products (31 %), furniture, household goods
and gardening (29 %), restaurant food and catering (28 %), printed books,
magazines, newspapers (27 %), computers, telephones and accessories (26 %),
cosmetics, beauty products (26 %), music (25 %), medical and medicines (23 %),
sports goods (21 %) [16]. In 2020-2021, mostly European e-shoppers bought
products through Internet sites, less often — mobile applications. The use of social
media in e-commerce is also active, among which Facebook, Instagram, Twitter,
and Pinterest are in the greatest demand. For means of remote communication,
online purchases using a mobile phone (90 % of orders), e-mail (74 %), company
contact form (66 %), chat (47 %), fax (8 %) [16].

Credit and debit cards, bank transfer, and e-wallet dominate among the
payment mechanisms used by the average EU citizen, an active user of online
commerce (Table 3.7).

Table 3.7 — Payment methods in selected

European countries (2021), %

Country Credit| Debit| Bank | E- Cash—on— Prepaid Prepay |Other E.— Invoice
card | card |transfer| wallet| Delivery| card invoices
Ireland 87 — — 8 — — — 4 — —
Italy 33 9 9 18 11 12 5 2 — —
Belgium 31 24 17 17 6 2 2 1 — —
Finland 31 31 30 12 — — — 4 — 23
Spain 23 24 9 21 12 7 3 2 — —
France 18 30 13 23 4 4 6 2 —
The UK 16 41 4 22 9 2 3 3 — —
Germany 15 6 40 19 6 3 — 7 3 —
Sweden 14 41 16 7 5 1 — 2 15 —
Denmark 8 25 25 22 10 2 — 3 4 —
Netherlands| 7 5 69 6 6 2 3 3 — —

Source: [14].
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Along with citizens, European business is actively integrating into the field
of e-commerce. Enterprises create their own websites and mobile applications for
the sale of products, actively use artificial intelligence systems and IT
technologies for internal management, production and commercial activities
(Table 3.8).

Table 3.8 — European business activity in the field of e-commerce

(according to 2020), %

Type of integration into the field of | Companies with up to Companies with more
e-commerce 249 employees than 250 employees

Online sales companies through

. ) 20 43
their own websites
Companies selling through mobile

R 17 28

applications, e-platforms
Companies that use IT for data 5 1
processing
Robotic companies 2 11
Companies with chat services 2 6
Companies with elements of

e . 6 17
artificial intelligence

Source: [16].

Thus, one of the main directions of the digital single market in Europe is to
increase the intensity and concentration of e-commerce. Today, a comprehensive
regulatory, legal, institutional, economic foundation has been formed for the
digital integration of EU countries, active involvement in the field of e-commerce,
both citizens and businesses. The single European digital policy is aimed at
facilitating access to the e-commerce environment, intensifying cross-border
supply, improving the system of consumer and personal data protection,
improving information security, further innovation and IT development. Prospects
for the development of e-commerce in Europe include strengthening the role of
commerce through mobile applications, expanding the online payment system,
expanding purchases on social networks, hyper-personalization of e-commerce
and more. The importance of e-commerce as well as the digitalization process in
general is due to the positive impact on the economy and the creation of conditions

for sustainable development.

110



Questions for self-control:

1. What is e-commerce?

2. Indicate the advantages and disadvantages of e-commerce for market
participants.

3. What are the main goals of e-commerce in building a model of the EU
digital single market?

4. What are the components of e-commerce?

5. Identify the main regulations governing e-commerce in the EU.

6. What are the most common violations in the field of e-commerce?

7. Justify the directions of cooperation between EU countries to improve
the mechanism of e-commerce.

8. What are the e-commerce business models? Describe them and give
examples.

9. Analyze the trends of e-commerce in the EU on the basis of the statistics
above.

10. Justify the promising areas of e-commerce in the EU.

3.3. Digital transformation of the economy and the European

labor market

The world is undergoing great changes that radically change the functioning

of the economy, and along with it many areas of human life. Continuous

technological development is an important condition for companies to maintain

their competitive advantage. Throughout history, representatives of various

industries have always sought to meet the changing needs of consumers, which

made inevitable continuous technological development. However, the most

significant breakthrough in technology and the labor market occurred during the

third and fourth industrial revolutions, when computer-controlled automation was

111



replaced by digital transformation, when devices communicate autonomously
along the value chain [17-19].

The digitalization process has created opportunities for new products,
technologies and processes, taking the form of new challenges for employers and
employees. Digital technologies and services are changing the rules of
employment and the requirements of competencies and knowledge. Job
transformation requires different skills requirements, leading to widening skills
gaps and labor market mismatches. Under the influence of digitalization and
globalization, the labor market expands the scope of employment, requires
constant updating of knowledge and competences, high willingness to adapt to
new conditions and the formation of new regulatory mechanisms of a new type of
social and labor relations.

Studies show that continuous progress in digital and robotic technologies
will eventually lead to the death of non-automated labor [18—19]. An analysis by
the McKinsey Global Institute estimates that by 2030, at least one-third of
occupations can be automated in 60 % of jobs. In addition, predictions for job
places automation by 2040 are as follows: half of existing jobs in the United States
and the United Kingdom, two-thirds of jobs in India and three-quarters of jobs in
China may disappear.

Despite this dangerous perspective, automation and digitalization processes
are accompanied by some specific qualities, such as relieving people of repetitive
tasks, providing 24/7 accessibility, convenient and useful, eliminating risky work
in dangerous situations, eliminating workflow inefficiencies and saving resources
and increase productivity. At present, all this is the basis for further economic
growth.

The current political agenda of the EU is based on the paradigm of the Fourth
Industrial Revolution (national programs “Industry 4.0”, “Employment 4.0”, etc.),
digitalization, the knowledge society and social inclusion. At the same time, EU

policy is clearly focused on “human-centered” approaches developed by the
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Global Commission on the Future of Labor, which provide for increased
investment in the development of human skills and labor institutions, in decent
and stable employment [21].

The meaning of the Fourth Industrial Revolution is complex automation and
robotization of production, cyberphysical systems, biotechnology, 3D printing,
alternative energy, artificial intelligence, network economy, augmented reality,
circular economy, Internet of Things, blockchain technology, cloud computing,
quantum technology. The use of such technologies has led to the digitalization of
the real sector of the economy, changes in traditional business models, and
increased employment on platforms. As a result, social and labor relations are
being modernized in global and national societies, remote employment is
spreading, “digital jobs” are being created, and a new category of labor market
actors is emerging: the so-called “smart workers”.

The peculiarity of labor usage is flexibility, mobility, rapid updating of
knowledge, change of subject-object relations of management, the development
of creative self-realization in labor processes. According to some estimates, the
share of the global information economy, including digital skills and digital
capital, is 22,5 % of the global economy [23]. This poses serious challenges for
all countries in the world without exception and is likely to lead to the degradation
of inefficient, non-innovative economies that will not be able to meet these
challenges. Therefore, national economies are faced with the need to ensure their
own competitiveness and innovation, the ability to respond to the latest challenges
of digitalization, to identify opportunities for transition to new technological
systems.

The tendency to use the latest technologies in most sectors of the economy
creates a transformation of all activities, including in the field of labor [24-26].
Automation, artificial intelligence and digitalization have far-reaching
implications for the labor market [27]. All these processes lead to the creation of

more goods and services with fewer jobs and higher productivity. However, the
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same processes can lead to the risk of technological unemployment or lower
wages. At the same time, new technologies create “new employment opportunities
in various industries and in emerging markets” [28].

Some researchers point out that in addition to the positive, well-known
effects, new technologies and digitalization can increase inequality, increase job
insecurity and threaten the availability of adequate employment
opportunities [29].

Recent researches suggest that digital technology will reduce labor activity
in the future [30]. However, the generally accepted view of the impact of
digitalization on the labor market has not yet been reached. Thus, researches
suggest that even with the automation of routine activities, it would be possible to
maintain a long-term balance in the market, creating a large number of new jobs.
In recent years, there has been a trend where more than 60 % of jobs in developing
countries are being automated [31]. Therefore, understanding the relationship
between digitalization, job loss and unemployment is becoming more important,
as digitalization is positively correlated with the level of economic development.

The impact of digitalization on the labor market can also be considered in
terms of recruitment. Researches show that recruitment and selection methods
will be much more sophisticated, as sophisticated digital tools already exist for
selecting and testing candidates, for team building, and for feedback [32]. Such a
platform, used in a virtual environment, can significantly reduce the cost for small
businesses that need specialized assistance, such as accounting or marketing
assistance when launching a product. Moreover, digitalization is changing
personnel strategies. Instead of the traditional training and development of staff
within the company’s organization, qualified specialists are now being recruited.
Such a change in strategy does not require organizations to pay attention to the
training of professional skills, which involves saving time and direct employment
of those who already have the necessary skills and competencies [33]. In addition,

new technologies and digitalization will affect the autonomy and redistribution of
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powers between professional groups [32], with implications for privacy and the
ability to counter electronic monitoring and intrusive surveillance systems.

Digitalization has also changed the trajectory of job evolution in the public
sector. In recent decades, developed countries have used digital technology as an
advantage to provide public services and to restructure the public sector [34].
Digitalization also has a significant impact on all activities: education, tourism
and services, the automotive industry, the transport system, which promotes
innovation and productivity. Thus, the way of performing tasks specific to various
works in the system of transport services in other areas has changed, as the use of
the Internet involves increasing the speed and volume of information processing,
facilitates statistical accounting (e.g., online taxis). In addition, the ability to
collect data in real time allows you to analyze information quickly and facilitates
management decisions.

Digitalization affects the demand for various Soft Skills, such as teamwork,
communication skills and problem-solving skills [35]. According to a report by
the World Economic Forum, a serious problem arises in this context: who will pay
for retraining and how flexible skills for critical thinking and analysis, active
learning, resilience, stress and flexibility will be developed [36].

The COVID-19 pandemic has significantly accelerated online work in many
areas, and this fact itself has significantly changed the parameters of the labor
market. The current context shows that any major changes quickly lead to a
systematic rethinking of the entire labor market.

In the current pandemic crisis, digital knowledge has become important for
both workers and businesses. Companies and organizations had to quickly create
e-commerce websites, develop programs and platforms, transfer saturate
document storage on cloud storage servers and make it faster and more accessible.
However, the success of these operations largely depended on the level of digital
skills of their employees.

At present, the functioning of the global and national economies must
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achieve balance and coherence based on the paradigms of digital, sustainable
security. And in the context of the COVID-19 pandemic, this request is of
particular importance and requires appropriate research in the methodological,
strategic and tactical areas. The key principle of counteracting the negative
consequences of the COVID-19 pandemic, in particular in the field of labor and
employment, is the principle of “Build Back Better”, without returning to the level
they were before the COVID-19 crisis [37]. It has been established that
digitalization processes directly affect the change of forms of employment and the
range of professions in the labor market, for example, the spread of employment
through online platforms, on demand through mobile applications and more.

The French Conseil d’Orientation pour I’Emploi (COE) states that at least
10 % of jobs in France are at risk due to digitalization, while half of the existing
jobs are likely to change in terms of content and organization [38]. It has been
widely demonstrated that manufacturers more often sell services in addition to
their products to compete in increasingly tough global markets.

At the same time, the spread of digital technologies is displacing workers in
some tasks or creating completely new jobs, transforming existing professions
and industries. There is a wider use of networking and freelance platforms, as well
as remote applications: Etsy allows millions of handmade manufacturers to sell
their products to a global customer base, Uber allows individuals to provide
transportation services and Airbnb — to provide accommodation services to
homeowners. More advanced services also support digital technology: the
Upwork online marketplace, for example, brings together about nine million
freelancers in areas such as mobile development and software, with more than
3,6 million companies to perform individual tasks or assignments. Undoubtedly,
the digital economy gives employees the opportunity to either completely switch
to new ways of performing their professional duties, or to supplement the income
from more traditional activities.

Technological progress also leads to the creation of new jobs (Table 3.9).
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Table 3.9 — Examples of new professions and new skills in the 21* century

Profession

Description

Needed skills

Robotics engineers

Research, design, development or
testing of robotic programs.

Critical thinking.
Comprehensive problem
solving.

Quality control analysis.

Biostatistics

Development and application of bio
statistical theory and methods for the
study of life sciences.

Inductive thinking.
Oral statement.
Mathematical thinking.

Chief specialists in
sustainable
development

Communication and coordination
with  management, shareholders,
customers and employees to address
sustainability issues. Implementation
or control of the corporate
sustainability strategy.

Comprehensive problem
solving.

HR.

Service orientation.

Engineers with
nanosystems

Design, development or control of
production of materials, devices or
systems of unique molecular or
macromolecular composition,
applying the principles of nanoscale
physics and electrical, chemical or
biological engineering

Critical thinking.
Science.

Videogames
designers

The main features of video game
design. Innovative game and role
mechanics, storylines and biographies
of  characters.  Creating and
maintaining project documentation.
Collaboration with production staff to
create games by design.

Programming.

Critical thinking.
Comprehensive problem
solving.

Wind energy
engineers

Design of systems of underground or
aboveground collectors of wind power
plants. Preparation and development
of site specifications.

Active learning.
Comprehensive problem
solving.

System analysis.

Source: [38].

Table 3.9 provides examples of new occupations in the Professional
Information Network (O*NET), which maintains an updated database of new jobs
emerging in fast-growing sectors of the economy. Importantly, many of these
professions are directly related to the emergence of new technologies, including
distance learning coordinators, nanosystem engineers, and wind energy engineers.

Also, digitalization causes a change of place of work, i.e. the performance of
duties by individual employees does not require a permanent stay at work,
creating opportunities for permanent stay of the employee online, for a flexible

work schedule. The concept of the workplace is changing. So, digital workplaces
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can be email, instant messaging, corporate social networking, virtual meeting
tools, and more. At the same time, the requirements for technical equipment of
workplaces are growing.

The digital workplace needs access devices (smartphones, tablets),
communication, telecommunications in the workplace, including audio, video and
web conferencing.

Fig. 3.1 highlights the flexibility that digitalization brings in terms of where,
how and what activities are performed. This can have benefits for both employers
and employees in terms of increased autonomy and productivity, improved work-
life balance, and reduced costs. Flexibility also requires and can lead to new types

of management and skills.

New forms of LABOR ORGANIZATION Negotiations and
management AND EMPLOYMENT RELATIONS agreements
Monitoring and 4 Involvement of

registration of L employees
work performed Flexibility
Mutual
Training of \_ trust
managers ¢ ¢ ¢
I Pl T Training and
Focus on the tme ace rpe professional
result, not the I Il v development of
process Autonomy employees

Hiring and recruitment.

Balance between work and personal life.
Cost reduction.

Productivity.

Fig. 3.1 — The structure of the impact of digitalization on work [26]

The introduction of digital technologies has created a new demand for digital
skills, covering a wide range of abilities and competencies — from access to
interfaces and basic manipulation of spreadsheets to advanced analytics and
programming.

The last decade has advanced digital technology and digitalization to more

sectors of the economy, not only in Europe but around the world. Competency
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and job surveys in Europe show that 43 % of EU workers have been involved in
changing and/or replacing the technologies they have used in the workplace over
the last five years. At the same time, 47 % of EU workers mentioned changes in
current work patterns and processes, and more than half of workers in Ireland,
Malta, Slovenia, Finland, Sweden and the UK said they were affected by digital
changes in the work environment [39]. These changes have occurred, for example,
in how products and services (product/service innovations) are made and how
they interact with customers.

However, most of the changes in digitalization have taken place in the
information and communication technology sector (in particular, 57 % of jobs
have been affected by digital technologies). About a quarter of EU workers
believe that their skills and use at work are unlikely to be relevant in the next five
years. In addition, the share of workers in this situation varies depending on the
sector of the economy in which they work: 29 % in the information and
communication technology sector, 24 % in the financial and insurance sectors and
23 % in the professional, scientific and technical services sector. According to the
same study, about 10 % of jobs in the EU are at very high risk of becoming
obsolete due to digital skills of workers. The most affected EU countries are
Estonia (23 %), Slovenia (21 %) and the Czech Republic (19 %) [39].

According to experts, structural changes in the labor market in Europe are
closely linked to the very high demand for advanced digital skills in the coming
years. There is a strong correlation between the projected number of jobs that will
increase over the next ten years and the need for advanced digital skills to be
applied. For example, 71 % of EU staff say they need basic and intermediate
digital skills to do their job, and 14 % say they need advanced digital skills in the
workplace. It has been found that more than 80 % of the EU workforce, including
Denmark, Ireland and Sweden, requires basic digital skills to work, while in
Greece, Cyprus and Romania this percentage is 60 % [39].

It is investigated that there are still differences in digital skills between EU
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member states. Thus, in 2017, the share of the population with digital skills above
the base level was in Luxembourg (55 %), the Netherlands (48 %), Denmark
(47 %), Sweden and the United Kingdom (46 % each) and Finland (45 %). Most
EU citizens are positive about digital technologies and their impact on the
economy (75 %), quality of life (67 %) and society (65 %). Countries that believe
that digital technologies have a very positive impact on the economy are Malta
(40 %), Lithuania (30 %), Germany, the Czech Republic, Slovenia, Cyprus (29 %
in each country) and Bulgaria (28 %). It is noted that citizens with a higher level
of education are more positive about the impact of digital technologies [40].

It is clear that digital skills are at the top of European politicians’ agendas.
In the “New Skills Agenda for Europe”, the European Commission highlighted
the steps that need to be taken to develop digital skills in Europe. Another
important recent proposal is the Digital Skills and Jobs Coalition initiative, which
aims to support people in career choices and training, improve skills forecasting,
analyze skills needs and implement digital skills at all levels of education (in
collaboration with a number of stakeholders, including national governments,
social partners and educational institutions).

Over the last 10 years, the EU has launched a series of programs and policy
initiatives aimed at stimulating the digitalization of economic, only to realize that
the labor market lacks digital skills and competences. According to the European
Commission, 44 % of Europeans do not have basic digital skills, 37 % of the
workforce — farmers, bankers and factory workers — also do not have enough
digital skills, despite the growing need for such skills in all jobs [39]. Accordingly,
the European Commission has issued a number of policy documents, programs
and actions aimed at improving the digital skills of the workforce.

In 2018, the Coalition of Digital Skills and Jobs launched the following
initiatives:

1. The Digital Opportunity Internship Scheme is a pilot project under

Horizon 2020 and Erasmus+ that provides students and recent graduates with
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practical training in digital areas such as cybersecurity, artificial intelligence,
coding or digital marketing.

2. The European Digital Skills Awards will celebrate initiatives that have
improved the digital skills of Europeans at school, at work, for ICT professionals,
for vulnerable groups and society at large. Thus, in the last decade, the
digitalization of the economy has become a global trend, and even more
significant over the past five years. Digitalization has changed the structure of the
labor market, affecting employment and income distribution. In the coming years,
digital literacy will become more widespread as information and communication
technologies continue to transform the activities of European firms. Therefore,
over the last decade, the European Union has launched many programs and
initiatives to encourage people to acquire the digital skills needed for both social

and professional life.

Questions for self-control:

1. How has digitalization changed the structure of the labor market?

2. Indicate the positive and negative effects of the digital revolution on
European labor market.

3. Name the new forms of non-standard work, formed in the XXI century
under the impact of active development of innovation processes and
transformation economy.

4. How digital technologies and services are changing employment rules
and competency and knowledge requirements?

5. List examples of new professions and new skills in the 21st century.

6. Give examples of the formation of a new demand for digital skills
employees as a result of the digital technologies introduction.

7. What are the differences in digital skills between EU Member States

still exist?
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3.4. Integration of Ukraine into the European digital single market

In the conditions of formation and development of the post-industrial
economic system, the issues of digitalization and a number of other information
and digital processes acquire new significance for the national policy of economic
development of Ukraine. The development of digital technologies is a fairly broad
process and concerns many areas of modern life — from education and jobs to the
social security system and the impact on public administration. Digital tools
ensure transparency of power and reduce the impact of the human factor, promote
economic growth, production and exports, by increasing the productivity of
existing industries and creating fundamentally new areas of the digital economy
with increased added value. Digitization also simplifies the conditions for
business development, attracts investment and provides greater opportunities to
meet the interests and protect the rights of consumers.

The EU Digital Single Market Strategy was proposed by the European
Commission in 2015 in order to achieve synergies between EU countries in the
field of new technologies, cross-border trade and the provision of services within
the Digital Single Market. The strategy aims to enable Europe’s economy,
industry and society to reap the full benefits of the new digital age.

In autumn 2018, the Government of Ukraine prepared a Strategy for
Ukraine’s integration into the EU ECR (“road map”) and an action plan for its
implementation during 2018-2023, taking into account new EU acts. On October
4, 2019, the Verkhovna Rada of Ukraine approved the Program of Activities of
the Cabinet of Ministers of Ukraine, the goals of which are to join the EU digital
space and meet the criteria for membership in the European Union. At the level
of the state apparatus, total digitalization of management and information
exchange processes is planned. On October 6, 2020, the Ukrainian government
identified a key sectoral vector of EU integration, noting the digital market as the

most important and of high priority.
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Ukraine’s digital market is relatively new and requires a clear state
regulatory policy on the activities of entities and facilities. The synthesis of the
formation of a new digital market with an integration process allows Ukraine to
implement the latest EU standards in the field of electronic communications
immediately, which will provide many benefits when entering international
markets, as it comprehensively provides mutual access to online markets and
digital services, including Ukraine’s accession to common rules, standards and
procedures with the EU in the digital sphere.

It should be noted that this integration creates a complex effect, as it is also
an essential tool for deepening the overall economic integration into the EU
market.

Due to the standardization of the Ukrainian digital market to EU
requirements and the creation of the Digital Single Market (DSM) we will get a
ban on unjustified geoblocking practices, abolition of roaming charges,
guarantees of net neutrality, cross-border parcel delivery, electronic identification
and electronic trust services for electronic transactions, data and cybersecurity
rules, copyright and related rights protection on the DSM, online consumer
protection, requirements for contracts for the supply of digital content and digital
services, measures to deploy high-speed electronic communications networks and
a number of other benefits [41].

The economic benefits of the EU DSM are related to two main areas:

1) the benefits of the single market — regulatory harmonization and the
removal of barriers between Member States in the digital sphere, the promotion
of cross-border digital trade in the EU;

2) advantages of digitalization — further promotion of digitalization of EU
countries, increasing the use of digital technologies in the EU, the development
of public digital services and e-government [42].

Removing barriers for digital cross-border trade increases the overall

efficiency of the EU’s internal market for goods and services. The creation of the
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DSM simplifies and reduces the cost of cross-border electronic transactions
between Member States, improves cross-border access to online markets and new
digital products and services for businesses and consumers. As a result, the
benefits of the single market include lower prices, more choice of goods and
services and improved convenience for consumers and businesses, and economies
of scale.

In addition, the benefits of digitalization include increasing the productivity
of the EU economy, optimizing business processes and reducing transaction costs
for business, developing innovative products, services and processes, and
increasing the EU’s competitiveness [42].

The importance and prospects of the DSM for Ukraine is obvious, but the
process of adaptation and accession to the union has its difficulties:

— convergence of regulatory and legal regulation;

— creation of market regulators that correspond to the best practices of EU
member states;

— clear division of powers between Ukrainian regulators, if there are several
in the field of electronic communications;

— identical and technically understandable regulation and standardization of
the sphere.

Ukraine’s integration into the EU digital market is possible provided that all
these components are brought closer to European norms, rules and standards.
Reform of the EU regulatory framework for electronic communications networks
and services is a key step towards achieving a single European digital space and
inclusive information society. Provisions describing the protection of the rights of
end-users with disabilities have been significantly strengthened.

The process of Ukraine’s integration into the DSM imposes a number of
commitments to enhance the existing level of e-government, digital competition
and network readiness. Today, according to the EGDI (e-Government

Development Index) for 2020, Ukraine ranks 69th out of 193 countries (total score
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0,7119) and 1s one of the countries with a high level of e-government
development. Ukraine received the lowest scores for Telecommunications
Infrastructure (0,5942), Public Online Services (0,6824), and the highest for
Human Capital (0,8591) [43].

Examining the components of EGDI, it can be noted that this index is a
weighted average normalized assessment of the three most important indicators
of e-government, namely:

— human capital, expressed as a human capital index — Human Capital Index;

— quality and volume of online services — Online Service Index;

— Telecommunication Infrastructure Index [44].

Compared to the previous EGDI rating in 2018, Ukraine improved its
position in 2020 (from 82nd to 69th place). Nevertheless, Ukraine is behind its
neighboring EU member states, which belong to the group of countries with a
very high level of e-government development (Poland, Hungary, Slovakia,
Romania, Bulgaria, Latvia, Lithuania, etc.). In addition, many other neighboring
countries are also ahead of Ukraine in the overall EGDI rankings: Turkey — 53rd,
Georgia — 65th.

Analyzing the above data, it can be argued that in Ukraine a large part of the
population can not fully enjoy all the opportunities and benefits of digitalization
of the country due to insufficient development of the electronic services market.
This, in turn, can be a brake on Ukraine’s integration into the EU DSM, as the
pace of innovation in the EU is quite high, so to achieve this level it is necessary
to attract huge investments and revolutionize the development of Ukraine’s digital
market.

The Networked Readiness Index (NRI) assesses the development of
countries’ information and communication technologies based on
62 indicators [45].

The index includes 4 components: Technology (access, content, future

technologies), People (citizen participation, business, government), Public
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administration (trust, regulatory conditions, inclusiveness) and Impact (economic,
social and humanitarian impact of digital transformation).

In the NRI ranking in 2019, Ukraine ranked 67th out of 121 countries.
Ukraine lags the most behind Future Technologies (82nd out of 121), Government
ICT Use and Government Online Services (87th) and Regulatory Environment
(72nd). And the highest positions were related to Content and Use of ICT by
business. In the NRI ranking, EU countries occupy high positions (Poland — 37,
Latvia — 39, Czech Republic — 30, Croatia — 44) [45].

Other neighboring countries are ahead of Ukraine (Turkey — 51) or occupy
positions similar to the Ukrainian (Moldova — 66, Georgia — 68). The World
Digital Competitiveness Ranking (WDCR) consists of three main components:
Knowledge (measures the ability to understand and study new technologies)
(digital skills, abilities, scientific developments), Technology (assesses the
economic conditions for developing new digital innovations, including
regulatory), (environment, access to capital, technological base) and Readiness
for the future (assesses the readiness of business, citizens, the state for digital
transformation, digital adaptability, mobility and e-participation).

In 2019, Ukraine ranked 60th out of 63 countries included in the WDCR
ranking (lost 2 positions compared to 2018 — 58 position) [46].

Ukraine 1s behind the EU and other neighboring countries. In particular,
Ukraine received the highest result in the Knowledge component (40th place out
of 63 countries), while in terms of Technology and Readiness for the future it was
at the end of the ranking (61st and 62nd place respectively). A review of
international digital development rankings shows that Ukraine lags behind EU
countries, including from the new EU member states, most of which have a lower
level of digital development than the EU average.

In general, the new EU member states have shown more dynamic digital
development in recent years compared to Ukraine. Accordingly, for the successful

integration into the DSM it is necessary to involve as many institutions and

126



investments as possible, as the effect will be complex and quite tangible from the
economic point of view.

According to a study by the Center for International Trade Analysis Trade+
at the Kyiv School of Economics and the NGO “Ukrainian Center for European
Policy” commissioned by the Ministry of Digital Transformation of Ukraine, the
economic effect of integration into the EU DSM is quite significant.

Thus, according to the study, the gradual approximation of the regulatory
environment and digital development of Ukraine to the EU level in the framework
of integration into the EU Digital Single Market will affect bilateral trade between
Ukraine and the EU: growth of exports from Ukraine to the EU — 11,8-17,0 %
(2,4-3,4 billion USD), services — by 7,6—12,2 % (302,5-485,5 million USD).

It will also affect the productivity and economic growth of Ukraine:
Ukraine’s GDP growth — by 2,4-12,1 % (3,1-15,8 billion US dollars), welfare of
citizens — by 3,6-7,8 % [47].

According to the calculations of the Trade+ Center for International Trade
Analysis at the Kyiv School of Economics in partnership with the Ukrainian
Center for European Policy commissioned by the Ministry of Digital
Transformation of Ukraine and supported by the International Renaissance
Foundation within the project “Calculation of Benefits from Ukraine’s Integration
into the EU DSM for Ukraine and the EU” it is noted that an increase in the
digitalization of the Ukrainian economy and society by 1 % may lead to an
increase in Ukraine’s GDP by 0,42 %.

Accordingly, depending on the level of digitalization that Ukraine will
gradually approach, the positive cumulative impact on Ukraine’s GDP may
amount to 2,4 to 12,1 % of additional growth throughout the approaching period.

That is, there is significant potential for economic growth in Ukraine in the
case of increasing digitalization and productivity in various areas of the Ukrainian
economy and society — including development of digital infrastructure and

improvement of access to it, integration of digital technologies into business
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activities in all areas of economic activity, development of digital skills and
competencies of citizens, e-government.

Bringing the regulatory environment and digital development of Ukraine
closer to the EU level due to Ukraine’s integration into the EU DSM can increase
exports of services from Ukraine to EU countries by 7,6—-12,2 %, and exports of
goods — by 11,8-17,0 %. At the same time, exports of services from the EU to
Ukraine may increase by 5,7-9,1 %, exports of goods from the EU to Ukraine —
by 17,7-21,7 %. This is the potential for a cumulative increase in bilateral trade
between Ukraine and the EU throughout the period of reforms to bring Ukraine’s
regulatory and digital rapprochement closer to the EU. It includes the effect of
reducing the overall level of non-tariff restrictions and barriers in trade between
Ukraine and the EU as a result of the digitalization of trade transactions and
regulatory convergence with the EU in the digital sphere.

Ukraine will benefit from reduced trade costs in bilateral trade with the EU
due to the reduction of digital regulatory barriers — the well-being of citizens may
improve by 3,6-7,8 %. The impact on the well-being of EU citizens is much
smaller than for Ukraine and is mostly positive [48].

Given all the features and prospects of Ukraine’s integration into the EU
DSM, it should be noted that the process of “merger” is methodologically and
technically quite complex.

At the first stage, Ukraine needs to build the Data Economy, which is
registered in the EU DSM. That is, you need to remove restrictions, such as
location, that force service providers to build expensive local infrastructures (data
centers) in each region or country. In addition to regulating the movement and
protection of personal data, the DSM also regulates the free movement of non-
personal data [49].

Free cross-border access to public and private sector data, scientific
information, is seen as a catalyst for economic growth, innovation and

digitalization in all sectors of the economy, especially for small and medium-sized
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businesses and startups, and for society as a whole.

The European Cloud Initiative covers 3 main areas of development: the
European Open Science Cloud, High Performance Computing and the European
Data Infrastructure. Big data, cloud services and the Internet of Things are key
aspects for developing the EU’s competitiveness.

In December 2018, in pursuance of the European Artificial Intelligence
Strategy, the EC presented a coordinated plan to promote the development and
use of Al in Europe, offering joint actions for closer and more effective
cooperation in four key areas: increasing investment, accessing more data,
empowering talent and ensuring trust.

The integration into the DSM of the EU envisages the formation of an
inclusive electronic society and interoperability, standardization.

That is, there is a common understanding between Member States of the
basic requirements for interoperability and compatibility, based on the European
Interoperability Framework, according to which Ukraine should standardize with
a focus on technologies and areas considered critical to the digital single market
standards in such areas as health care (telemedicine, e-health), transport (travel
planning, e-freight), former environment and energy.

An inclusive digital single market in which citizens and businesses have the
necessary skills and can use interconnected and multilingual e-services: e-
government, e-justice, e-health, “smart” energy supply or transport in Ukraine is
gaining ground and practical use, special activation began in 2019-2021,
developed a number of new multifunctional applications for citizens and
businesses, creating a single portal of services, development of modern electronic
methods of personal identification (such as Smart ID).

Ukraine also has significant achievements in the development of e-
government, e-democracy and open data. In December 2018, an Administrative
Arrangement was signed with the EU on cooperation in the field of e-government

development. In particular, Ukraine has gained access to the EU’s ISA? program,
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which oversees the development of common standards for the provision of
electronic services. A number of new public digital initiatives and coalitions have
been established, such as the E-Government Coalition, the E-Democracy

Coalition and the Digital Transformation Coalition.

Questions for self-control:

1. What does the Strategy for Ukraine’s Integration into the EU Digital
Single Market envisage?

2. Indicate the main advantages of forming a digital single market for
Ukraine.

3. Describe the directions of Ukraine’s integration into the EU digital
single market.

4. Describe the essence and components of the main indices of digital
development of the country.

5. What does the development of the data economy consist in?

6. What is the European Cloud Initiative and what are the main directions
of its development?

7. Explain the concept of an inclusive digital single market.

8. Identify trends in the formation of an inclusive electronic society in

Ukraine.
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Chapter 4
BLOCKCHAIN, INNOVATION MANAGEMENT
AND DISRUPTIVE TECHNOLOGY
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4.1. Technologies that draw attention to blockchain

Digitalization and the introduction of modern technologies are radically
transforming the existing principles and tools in the financial markets of the
economies of most countries of the world. thanks to innovations, many operations
that previously required personal presence and took a lot of time can now be
available “in one click” and can be performed in a few minutes. And it is no secret
that the most popular of these technologies is currently blockchain.

Let’s start by recalling what blockchain is and why it has so many supporters
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among startups and investors. Blockchain is a distributed data registry (or
database, if it is clearer), which are formed into blocks and recorded sequentially
one after another using cryptographic encoding. This registry is distributed across
multiple computers, and each copy is updated each time the blockchain changes.

Due to its distributed nature, blockchain has become interesting to specialists
from the following areas of the traditional IT industry.

1. Rendering. You can render special effects for a new advertisement or
movie on a processor or video card. The process requires a significant amount of
time and power and can last for weeks. It is also well parallelized, because the
video is made frame by frame, so each frame can be calculated by a separate
machine.

2. Machine learning. Everyone has heard about neural networks. They help
Google to find exactly what the user is looking for, and Tesla autopilots to arrive
exactly where the owner wants. But these networks need to be trained. The
process is long, by trial and error. Everything is calculated most quickly on video
cards, because a video card has 2-3 thousand cores we need, and a regular
processor usually has from 2 to 30 cores. That is, there are more cores in video
cards, but they are small, but for machine learning just right.

3. Website hosting and data delivery networks. When you go to YouTube
and watch a video in 99 % of cases, the video is downloaded for you not from
distant America, but from a server in your city or from your provider. YouTube
and similar sites keep copies of data (videos, movies) closer to viewers. This is
called Content Delivery Network (CDN). And the equipment on the ground
(people and miners) is perfect for this purpose.

4. Scientific computing. Scientific computing has traditionally been done
on distributed systems (long before the advent of blockchain). Supercomputers
used to do this work, but such centralized resources are few and expensive, and
blockchain users’ computers are often idle.

There are already several projects that bring these bold ideas to life, for

137



example:

1. Golem (https://www.golem.network) — a platform, that is, a system that
connects many computers into a network on an old insecure paradigm. Payment
for power — for each calculation. Rendered one picture — paid one coin. That is,
the cost does not depend on the speed of calculations — even an hour, even a
minute, the main thing is that you do one unit of work — you get one coin. If you
want to earn more — take more powerful hardware. Among the advantages:
relatively simple architecture of task parallelization (for users). It is easy to check
the integrity of hardware suppliers: if a node claims to have solved a task, it can
be given to another node and the results can be compared.

2. SONM (https://sonm.com) — is laaS (Infrastructure as a Service) —
infrastructure as a service, a platform for cloud computing. The principle here is
different: exclusive equipment rental. If you need to render something, you rent a
powerful machine and can render or run a website there — anything. You pay an
hourly or daily fixed price for the rented configuration. The system is suitable for
running any programs without modification. But users need to parallelize the
calculations themselves. Checking suppliers is more difficult because not
everything can be simply repeated on another node and compared.

Also, the blockchain is a decentralized environment (at least to some extent),
that is, there is no one node that would make decisions, all operations must be
done with the consent of the majority of blockchain participants. But with a large
number of participants, it can take a lot of time to make a decision. Therefore, to
perform any action with the registry, in most modern blockchains, a certain
condition is required — this is called consensus. There are many types of
consensus, for example, it can be a complex mathematical calculation (Proof of
Work — PoW). Without this consensus, no new blocks are created and no changes
are made.

And one more feature of the blockchain. It is designed in such a way that the

data in the block cannot be changed, and interference with the blocks is almost
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impossible. Even if information is recorded with an error, you will need to make
another record, but with corrected data.

All this means that with the help of blockchain, companies can build trust in
the veracity and security of information even in cases where there is little or no
trust between the parties. Trust is the most important criterion that attracts
investors to blockchain-related projects.

Of course, as a carrier of such features as distributed and decentralized,
blockchain has attracted the attention of specialists from many industries.
However, in the work of modern companies, in addition to storage (even if it is
very reliable), there is a need to automate the processing of information received
both from devices and by staff input.

To understand what exactly needs to be automated, consider the simplest
example from real life — buying or selling goods.

In this diagram, we see that in order to simply record information about the
purchase into the blockchain, several operations must first be performed:

1) accept the terms of the transaction (price, quantity of goods);

2) make inquiries on the Internet to find out whether the terms of the
transaction are fulfilled (payment, delivery of goods);

3) process the results of the request (convert to another currency, etc.);

4) and finally, make a record in the blockchain.

Therefore, in the second generation of the blockchain, the ability to
automatically perform some actions was implemented. For this purpose, support
for so-called “smart contracts” was added to the blockchain. In the diagram, we
can see that it is the smart contract that accepts the terms of the transaction,
processes the results of the request and writes to the blockchain, but for security
reasons, it does not have access to the outside world (to prevent attacks from the
outside and reduce network downtime). Therefore, secure interaction of the
blockchain with systems outside the network requires an additional piece of

infrastructure, known as an “oracle”, to connect the two environments. And the
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request to the internet is actually divided into two parts — from the smart contract
to the oracle (2a) and from the oracle to the internet (2b).

Fig. 4.1 shows an example where a blockchain-based smart contract is used
to monitor and execute a buy/sell transaction.

Internet

Check if Bob
Alex hassupplied2 [ o & %
@ kg of tomatoes O RN
to warehouse
Pay $10 4
\ Smart contract Blockchain
/ Post the -
Supply 2 transaction Alex paid Bob $10.
kg of to And Bob supplied 2
tomatoes blockchain kg of tomatoes to
Alex,

Bob

Fig. 4.1 — Scheme of how a smart contract works on the example of a simple

purchase and sale transaction

Source: created by the authors.

When the buyer and supplier agree on a deal, they note that the money can
only be transferred when the goods arrive at the warehouse. This condition is
encoded into a smart contract, which is then embedded into the blockchain. Once
all conditions are met, the transaction information will be added to the blockchain.

Now let’s take a closer look at what a smart contract is and how it is used in
blockchains. A smart contract is a computer algorithm designed to conclude and
maintain contracts executed in a software environment. The main function of
smart contracts is that they provide an opportunity to perform reliable and
confidential transactions without the participation of external intermediaries
represented by banks or government agencies. In addition, such transactions are
traceable, transparent and irreversible. Smart contracts not only contain
information about the obligations of the parties and sanctions for their violation,

but also automatically ensure the fulfillment of all the terms of the contract.
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The first ideas of smart contracts were proposed in 1994 by Nick Sabo. He
described a smart contract as a computer protocol that, based on mathematical
algorithms, independently conducts transactions with full control over their
implementation. For the first time, Sabo’s ideas were put into practice with the
emergence of the first cryptocurrency Bitcoin and the underlying blockchain
technology. However, most modern blockchains, including bitcoin, do not have
the so-called “Turing completeness™ (i.e. they do not have the ability to implement
any computable function), so their “contracts” are relatively simple constructions,
such as multi-signature or deferred execution transactions. Smart contracts
became widely used with the emergence and development of the Ethereum
project. The main network of which was launched by Vitalik Buterin in the
summer of 2015. Ethereum includes Ethereum Virtual Machine (EVM) — a virtual
computing environment that is responsible for the execution of smart contracts
written using the Solidity programming language.

According to the degree of automation, smart contracts can be divided into
three categories:

1) fully automated;

2) with a copy on paper;

3) contracts, most of which are on paper, and a small part in the form of
program code.

Blockchain solutions are only at an early stage of development. The
technologies are being tested and refined, so in practice, really complex smart
contracts have hardly been used yet. To date, the vast majority of smart contracts
belong to the third type, where only certain aspects of transactions are automated,
in particular, the exchange of funds for property rights.

But supporters of smart contracts are convinced that many types of
contractual relations can be partially or fully self-executing. And their main
argument is that the cryptography underlying smart contracts provides a higher

level of security than traditional contracts based on law. Smart contracts can also
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reduce transaction costs and eliminate the risks of ambiguous interpretations of
terms or unfair court decisions. Thus, the main advantages of smart contracts
include:

1) autonomy (there is no need to look for an intermediary, for example, a
broker or a bank or a notary, to conclude and confirm the transaction);

2) reliability (the contract is stored in an encrypted form in the blockchain)
and security, which is guaranteed by mathematical laws and makes hacker attacks
and retroactive replacement of information unlikely;

3) economy and speed — thanks to the blockchain, many intermediaries are
eliminated and processes are automated;

4) accuracy — due to automation and minimization of manual work, the
likelihood of errors that often appear when filling out forms in the approval
process and when manually conducting various operations under the contract is
reduced.

But smart contracts are still far from ideal. Among their shortcomings is the
imperfection of the blockchain infrastructure, in the code of which there are
critical errors. In addition, there are many gaps in the legal regulation of smart
contracts, and in some industries it does not exist at all. Also, the
underdevelopment of blockchain oracles — programs that are designed to link the
digital world to the real one and provide contracts with input data for their
execution — has a negative impact. All this creates certain obstacles to the
integration of smart contracts into the daily activities of organizations and
individuals. In addition, smart contracts are often less flexible than conventional
contracts. Also relevant are the problems of scaling and speed of execution of
commands in smart contracts. Therefore, the efforts of many developers are aimed
at solving these problems and limitations, and they are solved differently within
different platforms.

For example, in September 2022, Ethereum made an update to switch from

Proof-of-Work (PoW) consensus to Proof-of-Stake (PoS). The purpose of this
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upgrade is to make the blockchain platform more scalable, secure, and
decentralized. This can be achieved due to the fact that after the transition of
Ethereum to Proof-of-Stake, validators will replace miners in the network. To
become an Ethereum validator, you need to make the so-called “staking” — that
is, to deposit at least 32 ether (ETH) on the deposit contract (in other words, to
block this amount on your wallet). And the system will start requesting
confirmation of new transactions and accrue rewards for this. At the same time,
the Proof-of-Stake algorithm assumes that the “weight” of the validator’s vote
depends on the number of coins deposited in the staking. As for the staking yield,
as of September 2022, it is 4,0-4,5 %. It should be noted here that for supporters
of the old principles of work, Ethereum has created a separate blockchain
Ethereum Classic (ETC), which works on the Proof-of-Work consensus.

However, the use of Proof-of-Stake is not the only update in Ethereum. They
are also introducing the ability to create subnets (this is called sharding) and the
transition to a new virtual machine with support for multiple languages for smart
contracts.

Previously, we have already mentioned the so-called blockchain oracles
several times. Now it’s time to take a closer look at it. We already know that most
operations in decentralized applications are performed using smart contracts. But
to work, they may need various data from external sources. For example, when
exchanging one cryptocurrency for another, you need the exact rate of these
cryptocurrencies. Therefore, only data from external sources (in particular, from
platforms that aggregate trading data and prices from many exchanges) allow
calculating the most “fair” price, as close to the market as possible. However, a
smart contract is unable to receive information outside the blockchain in which it
is deployed. This is where the oracles come to the rescue, which perform an
intermediary function between the contract and the desired data source.
Blockchain oracles are algorithms that usually run on the nodes of a particular

blockchain.
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Oracles are divided according to different criteria: the principle of operation,
the sources of data received and their direction, as well as the form of
organization. Let’s look at the most popular types:

Software and hardware — the first take data from digital sources: databases,
servers, cloud storages and broadcast it to the addressee in real time. Hardware
collects data using physical devices: “smart” sensors, chips, barcode scanners, etc.

Input and output — oracles can have a specific specialization — either to
transmit information or to receive from external sources. This may be necessary
to increase reliability and solve the problem of single point of failure.

Centralized and decentralized. A centralized oracle is managed by a single
operator who usually uses it in his application. This type of oracle was the first to
appear, but due to problems with the vulnerability of such a system, the crypto
industry gradually switched to the standard of decentralized blockchain oracles.
These are systems that combine many oracles. A group of nodes is selected from
it, each oracle of which performs its own part of the request. The first project that
implemented the principle of decentralized blockchain oracles was Chainlink.

Today, oracles in the crypto industry are mainly used to transfer data flows,
in particular price feeds, which are a table with a list of price values for different
dates and their source. Feeds allow smart contracts to receive cryptocurrency
quotes from centralized trading platforms and trading aggregators.

The recognized leader in the decentralized oracle market is Chainlink. Its
ecosystem includes more than 1300 projects in the financial (DeFi), gaming
(Game-Fi) and NFT sectors (more on NFT later). Chainlink does not have its own
network: the project deploys nodes in different blockchains, applications in which
it serves. Chainlink oracles work in Solana, Ethereum and EVM-compatible
networks, including BNB Chain, Arbitrum, Optimism, Polygon, Avalanche and
Fantom. We can also highlight Band Protocol, which has about 80 integrations.
Unlike Chainlink, the project runs on its own BandChain blockchain, created

using the Cosmos SDK. Band also develops tools for WebAssembly developers
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that allow creating oracles. BandChain is managed by a network of validators and
works with applications on the Celo, Oasis and Cronos networks. The project’s
native coin is BAND.

Other major oracle providers are: Berry Data, Kylin Protocol and DIA.

Questions for self-control:

1. Basic concepts of blockchain
2. What is a smart contract?

3. How 1s a smart contract used in blockchains?

4. What are the disadvantages of smart contracts?

4.2. The main industries where blockchain is used related to smart

contracts

Of course, the most common area of blockchain application is
cryptocurrencies. We have a separate lecture dedicated to this topic, so now we
will consider the use of smart contracts in cryptocurrencies. Earlier we have
already noted that only simple smart contracts, such as multisignature or deferred
execution transactions, are used in the cryptocurrency industry.

Multisignature is the simplest classic example of a smart contract. Access to
money stored on a multi-signature wallet is possible only when two or more
signatures are provided simultaneously. A simple analogy is a bank cell or safe
with two locks and two keys. One key is kept by one customer and the other by
the other. They can open the cell only if they present both keys at the same time.
Separately, they cannot open the cell without the approval of the other.
Multisignature is a type of signature implemented as a check of the conditions
specified by the basic scripting language of the cryptocurrency. That is, it is

supported by most cryptocurrencies.
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The main types of multisignatures:

1-for-2: a joint account of two business partners — the signature of either
party is enough to spend money.

2-of-2: a joint savings account of two business partners — both signatures are
required to spend funds, which does not allow one of the account holders to spend
funds without the approval of the other.

2-of-2: a wallet with two-factor authentication: one is stored in the computer,
the other in the smartphone. Funds cannot be spent without the signature of both
devices.

3-5: low trust donation address — each of the five trusted project participants
keeps a private key. Three persons can spend funds, but anyone can transfer
donations to the project address. This scheme reduces the risk of embezzlement,
hacking, virus infection and loss of funds due to the fact that one participant loses
interest in the project. The blockchain displays which private key was used in the
final signature, which improves the possibility of accounting.

2-t0-3: buyer-seller with escrow account that does not require trust — the
buyer transfers money to a 2-to-3 address, the seller acts as a third arbitrator. If
the transaction is successful, the buyer and seller both sign the transaction,
returning the funds to the seller. If there is a failure, they can sign a transaction to
refund the buyer. If they can’t agree, both go to a third party who acts as an
arbitrator and provides a second signature to whichever party they feel deserves
it. The arbitrator cannot steal the funds as he has only one key.

2-0f-3: a board of three trustees holds the funds of the company or
organization — these funds cannot be spent without the consent of any two of the
three trustees. For larger organizations, larger multi-signature transactions are
possible — 3-5, 5-9, etc.

2-3: hot storage wallet for business. Bitcoin exchange stores one private key
online, another private key as a paper backup. A separate cybersecurity company

stores the third key online and signs transactions only after checking a number of
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factors (absence/presence in black and white lists, not exceeding the limit of the
number of withdrawals for a certain period, two-factor authentication, compliance
with regulatory standards, etc.) If an exchange or company’s hot wallet is hacked,
bitcoins cannot be stolen. If a cybersecurity company goes out of business, the
exchange can access the funds in the form of a paper reserve.

2-0f-3: decentralized cold storage unit — one of the keys is kept by the user
in a safe at home, the second in a bank cell, and a copy of the third key is kept by
a close friend of the user and his relative in his office. The home is protected from
robbers, as spending money requires a visit to a friend, bank or office.

1 or 3 out of 4: distributed backup — the primary user can use the wallet at
will, but if that owner loses their private keys, they can be recovered by three out
of four other trusted friends/organizations. One key is stored in the bank cell, the
other three are stored with friends. In case of death of the owner, the cell with the
funds, according to his will, can be transferred to one of the trusted friends or to
someone who can benefit from the help of trusted friends.

Next, we will talk about industries that are closely related to the concept of
“token”. So now let’s look at what it is and how it is used in blockchain. A token
is a unit of account used to represent the digital balance in a certain asset. Tokens
are kept in a database based on blockchain technology, and access to them is
carried out through special programs using electronic signature schemes.

As of now, there is no clear classification of tokens in the world, but usually
tokens are divided into the following main types:

1. Equity tokens, tokens-shares — are needed to finance new startups and
further build the network. They do not provide access to services, but offer to
participate in the life and development of the platform.

2. Utility tokens, appcoins — reflect a certain value within the business
model of the online platform. It can be reputation, points for certain actions, game
currency, etc.

3. Asset-backed tokens — digital obligations for real goods or services (for
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example, kilograms of carrots, an hour of work of a builder, etc.

But it should be understood that these are only basic types and each of them
can contain dozens of other subtypes. For example, a “governance token” or a
havernance token is a digital asset whose owners can participate in decision-
making on the development of a blockchain project. What kind of token is it a
variation of? Yes, that’s right — utilitarian.

And a few more words about tokens, or rather about tokenization.
Tokenization is a process of transforming asset accounting and management, in
which each asset is represented as a digital token. The essence of tokenization is
to create digital analogues for real values in order to work with them quickly and
safely. For example, the owner of a bakery creates an electronic accounting
system in which he issues digital obligations for buns — tokens. Having a good
enough reputation, the owner of the bakery can pre-sell buns by selling tokens on
trading platforms on the Internet. In this case, any token holder can come to the
bakery and exchange one token for one bun. By the way, what do you think this
token belongs to? Yes, that’s right — this is an Asset-backed token.

If we talk about the degree of popularity, then the second place after the
cryptocurrency should definitely be the so-called “Initial Coin Offering” or Initial
Coin Offering (ICO). Also, instead of ICO, the term “crowdsale” is often used.
What is it? ICO is a process during which the project team sells its digital tokens
(coins) for cryptocurrencies or fiat money among investors. Later, these coins can
be used on the project platform as an internal currency or traded on exchanges.
By issuing its own tokens and exchanging them for popular cryptocurrencies (e.g.
Bitcoin or Ethereum) or for fiat currencies (dollars or euros), the project raises the
funding it needs to launch or develop. As a rule, ICOs are held in the early stages
of the projects’ existence, before the creation of their full-fledged infrastructure.
The funds raised go to finance the final stage of development, marketing or are
directed to special development funds to support projects in the long term.

But it should be understood that currently ICO cannot be called both legal
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and illegal way to attract investments. Its legal status, procedure and requirements
for companies that are going to raise funds in this way are currently not defined
in any country in the world. In addition, it is difficult to determine the legal nature
of the relations arising during the ICO. Since it is difficult to call such relations
financial relations in their classical sense. At the same time, it is safe to say that
this process is based on the reputation of the people behind the cryptocurrency
startup and the trust of users (potential investors).

And what, in fact, attracts investors to ICOs? Firstly, it is the fact that by
buying the tokens offered at the ICO, investors primarily expect to benefit from
their sale at a higher price in the future. A classic example is Ethereum, whose
tokens during the ICO in the summer of 2014 cost less than one cent, and at the
end of September 2022 their price rose to almost $ 1270. In addition, investors
have the opportunity to use tokens for their intended purpose, receiving services
at a lower price.

But there are also risks — first of all, this is a common fraud, when the creators
of the project have only one goal: to collect money from users. In addition, since
there are currently no laws regulating cryptocurrency crowdsales, from the
investor’s point of view, this transaction is always based on trust. It cannot be
ruled out that the project may not survive to the product stage or disappoint the
investor with its implementation. In addition, in fact, many ICOs are fraudulent.
A 2018 study based on public information and sources claims that almost 80 % of
initial coin offerings (ICOs) are frauds, and only 8 % of ICOs can reach the trading
stage on the various cryptocurrency exchanges.

Decentralized finance (DeFi) is a publicly available ecosystem of financial
applications/services based on public blockchains, mainly Ethereum. The DeFi
ecosystem covers all aspects of financial services and transactions, including
lending, borrowing and trading within decentralized structures. Any Internet user
can interact with the ecosystem and manage assets through peer-to-peer (P2P)

networks, i.e. those that provide and decentralized applications (dApps).
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decentralized finance can provide anyone with access to traditional financial
services, eliminating the need for intermediaries and reducing entry barriers.

What are the key features and benefits of DeFi? First, it is of course
decentralization and self-governance. There are no centralized management
structures in DeFi: the rules of business operations are written in the smart
contract. Once the smart contract is launched, the DeFi application can work
independently with minimal or no human intervention.

Transparency. The source code of DeFi applications is open for audit, which
allows any user to understand the functionality of the contract or detect errors in
the code. All transaction activity is public — transactions are pseudo-anonymous
by default. That is, a one-time violation of security measures (for example, buying
cryptocurrency through a regular bank transfer) leads to the disclosure of the
owner’s identity.

Cross-border. Most DeFi applications are available to any Internet user. In
addition, they are potentially useful both for residents of countries with unstable
economies and in developed countries, especially in the field of lending, investing
and developing new income models.

Inclusivity The DeFi ecosystem is inclusive — anyone can create an app and
use it. Unlike the traditional financial sector, there are no controllers and accounts
that require complex forms to be filled out. With the help of wallets, users interact
directly with smart contracts.

Flexibility of user experience. If the user does not like the application
interface, he can use a third-party interface or create his own. Because smart
contracts have an open architecture, and therefore anyone can create applications
for them.

Interoperability. New applications can be created by combining other DeFi
products (stablecoins, decentralized exchanges, prediction markets, etc.). This
feature of DeFi resembles a model within which a certain structure can be

assembled in various combinations.
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And one more point about — during 2021, the so-called DeFi 2.0 services
began to appear. DeFi 2.0 is the second generation of decentralized finance, whose
projects are aimed at solving the problems of the first version. This includes more
efficient use of capital, liquidity stabilization mechanisms and long-term
incentives for users.

And now let’s discuss the use of blockchain in the field of accounting. It
should be noted that as of now, this issue is still under study. And large
organizations are just beginning to delve into how best to implement blockchain
technology into their accounting infrastructure. In general, the use of blockchain
in accounting comes down to its application within the so-called triple-entry
method. The main content of this method is that when performing a monetary
transaction, each of the two parties makes one record (two in total), as well as
another record (the third) in an independent data storage. And blockchain has
become such an independent (and, as we know, centralized and securely
protected) storage.

At the moment, there are at least 4 blockchain projects related to triple-entry
accounting: Abendum, Balanc3, Pacio and Request Network.

The sale and purchase of real estate is always associated with the need to
involve intermediaries, lawyers, the state, banks, etc. A large number of
participants in the process increases the risk of inefficiency and human error. And
correcting each mistake in such cases requires not only time, but also financial
losses. In some cases, it may happen that, for example, due to martial law or a
natural disaster, the owner will not even be able to confirm his ownership. The
use of blockchain technology can eliminate most of these shortcomings. Using
smart contract technology, the seller and the buyer can agree on all the necessary
conditions, and the contract is activated automatically. As soon as the buyer pays
the agreed price, the blockchain will fix the property, and the subject of the
contract will change the owner, which will become generally recognized. Smart

contracts can contain elements of security deposits, which are automatically
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activated in case one party deviates from the contract. At the same time, all this
can happen with incomparably lower costs than the costs associated with the
classic processes of buying and selling.

And then some of the most successful examples of blockchain
implementation in real estate. Let’s start with a joint project of iNation and the
International Blockchain Real Estate Association (IBREA), which teamed up in
2015 to create a global blockchain-based database of real estate owners and
transactions.

In 2016, the Swedish cadastral chamber began to create a system that
registers land ownership rights and records them in the public distribution register.

Something similar was planned to be done in Ukraine and on June 21, 2017,
at a meeting of the Cabinet of Ministers of Ukraine, Resolution No. 688 was
adopted on the transfer of the State Land Cadastre to the blockchain. However, in
practice, only the procedure for checking the extract from the land cadastre was
transferred to the blockchain. Cadastre administrators continue to store all data on
land plots and transactions in the old electronic registry.

There are also ATLANT and Propy projects focused on creating blockchain
platforms for buying and selling real estate using smart contracts. With their help,
individuals and legal entities conclude transactions without intermediaries and
guarantors.

In Ukraine, on September 25, 2017, for the first time in the world, an
electronic transatlantic transaction was conducted under a real estate exchange
agreement using a smart contract on the Ethereum blockchain. The American
company purchased an apartment in Kyiv with the help of the startup Propy. At
the same time, the seller, Kyiv and New York real estate magnate Mark Ginsburg,
was in New York at the time of the transaction, and the representatives of the
buyer’s company and the seller (by power of attorney) were in Kyiv.

But in addition to simplifying the process of buying and selling real estate,

blockchain can simplify the process of investing in real estate. We know that now
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such investments are available only to those who have a lot of free money — from
$ 50 thousand. For particularly promising projects, the entry threshold is $ 200—
500 thousand. But blockchain services are already being developed today, thanks
to which developers can launch a separate ICO with their tokens for each new
construction and sell them on financial markets. An investor will simply buy a
token of an object located in another part of the world for $ 100 or $ 1000, and
after the growth of the rate — sell it, as traders do with stocks, gold or currency in
the financial markets.

You can already invest a small amount in real estate on platforms such as
BRent, NEST, Slice, ATLANT and Propy. Their functionality is generally similar,
the only difference is in the popularity and listing of objects available for
investment.

NFT (an abbreviation of the English “non-fungible token”) are so-called
irreplaceable tokens, which are certificates of ownership of various digital objects:
texts, images, audio recordings, game items or characters, etc.

If cryptocurrencies are conditionally interchangeable — for example, one
bitcoin in one user’s wallet is equal and identical to one bitcoin in another user’s
wallet — then one NFT token representing a painting is not equal to another NFT
token with the same painting by the same author, since they are objects of art and
each of them may have a different value. Therefore, each NFT token is unique
and exists in singular. Non-fungible tokens are unique — they cannot be copied.
Each contains identifying information recorded in smart contracts.

Experiments with NFT began in 2013 with the emergence of solutions that
made it possible to tokenize assets on the Bitcoin blockchain. Currently, the
number of projects related to NFT is already more than 20. Most of them are art
marketplaces. Such services are a kind of combination of auctions, galleries and
release protocols. Some of them, for example, Nifty Gateway and SuperRare,
invite creators with a high reputation to the platform themselves. Others, such as

OpenSea and Rarible, are more versatile and allow creators to submit their works
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themselves.

Recently, a new type of indispensable tokens has appeared — PFP (Picture
for Proof, literally “Picture for Proof”) — images used as an “avatar”. One of the
first NFT/PFP projects was Bored Apes Yacht Club (BAYC), which was launched
in April 2021 by Yuga Labs. This is a collection of 10,000 high-quality images of
“bored monkeys” with an arbitrary combination of accessories — smoking pipes,
necklaces, glasses, hats.

Among the characters are both ordinary primates and exotic ones — with

golden skin, crowns, etc. (Fig. 4.2.).

Fig. 4.2 — Example NFT images from Yuga Labs

Initially, the company sold images for 0,08 ETH. In September 2021, the
cheapest monkey already cost about 40 ETH. (Please calculate how much it is
now in dollars.) In the same month, Sotheby’s auction house sold a set of

107 monkey images for § 24,4 million.

Questions for self-control:

1. How is blockchain technology used in accounting?
2. How is blockchain technology used in real estate transactions?

3. How is blockchain technology used in NFT?

154



4.3. Internet of things

Internet of things (IoT) is a concept of data transmission between physical
objects (“things”) equipped with built-in means (usually sensors for data
collection) and technologies for interaction with each other or with the external
environment. It is assumed that the organization of such networks can exclude the
need for human participation from some actions and operations. There are already
quite a few examples of the Internet of Things applications: from a smart home
that automatically regulates heating and lighting to a smart factory that monitors
industrial machines to find problems and then automatically adjusts to avoid
failures.

The term “Internet of Things” was coined by entrepreneur Kevin Ashton,
one o